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Abstract

This report provides an overview of current hot topics and open problems in post-quantum
cryptography. It first presents the results of a community survey conducted among researchers
and practitioners in post-quantum cryptography to gather their insights. Based on the survey
responses and internal discussions within the PQCSA consortium, it then elaborates on a
selection of topics identified as currently hot in the field and/or for which important open
problems remain.

At a high level, our study highlights that continued progress in post-quantum cryptogra-
phy requires strengthening the security foundations of existing schemes through cryptanalysis,
advancing the efficiency and functionality of basic cryptographic primitives (KEMs and sig-
natures), developing post-quantum counterparts of advanced primitives that are essential for
modern privacy-preserving applications, and addressing the complex, multidisciplinary chal-
lenges posed by the global transition to PQC.
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Chapter 1

Introduction

This report aims to present a comprehensive overview of the current hot topics and open
problems in the field of post-quantum cryptography (PQC). PQC is a rapidly evolving area
of research, driven by the imminent threat that quantum computers pose to traditional cryp-
tographic schemes and by the need to anticipate this threat through a migration of our
cryptographic infrastructure to quantum-resistant alternatives. As the field matures, identi-
fying and addressing the most pressing challenges becomes essential to ensuring the security
and efficiency of cryptographic systems in a post-quantum world.

The content of this report is partly based on a community survey conducted among
researchers and practitioners in post-quantum cryptography. The survey aimed to gather
insights on the most relevant and urgent topics, as well as the key open problems that must
be addressed to advance the state of the art in PQC. The survey is presented in Chapter 2,
which summarizes the methodology and main findings.

The report further elaborates on a selection of hot topics and open problems identified
through the survey and internal discussions within the PQCSA consortium. These topics are
presented in Chapter 3, organized into thematic sections covering families of post-quantum
cryptographic schemes, security aspects, advanced primitives and protocols, and real-world
aspects and use cases. Each section presents the progress achieved and the challenges that
remain.

The report concludes with a summary of the key findings and recommendations for future
research directions in post-quantum cryptography.
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Chapter 2

Community survey

2.1 Survey description

In the preparation of this document, a community survey was conducted to gather insights
on hot topics and open problems in post-quantum cryptography from the community. The
results of this survey are summarized in this chapter.

The survey included three main sections with the following questions:

1. Hot topics: From your perspective, which topics are currently attracting the most
attention in post-quantum cryptography research, and which directions appear most
promising?

2. Open problems: What do you see as the most critical open problems in post-quantum
cryptography? Are there any areas where you feel progress is urgently needed?

3. Topics needing more attention: In your opinion, which topic(s) or open problem(s)
i post-quantum cryptography should receive more attention than they currently do,
either today or in the near future?

Other optional sections of the survey collected background information on the respondents
as well as additional thoughts, concerns, or predictions they would like to share.

A total of 54 responses were received from a diverse group of researchers and practitioners
in the field of post-quantum cryptography. The respondents included primarily academic
researchers (approximately 65%), many of whom are internationally recognized experts and
long-standing contributors to PQC theory, cryptanalysis, and design. A significant fraction
came from industry (about 35%), spanning semiconductor companies, large technology firms,
secure hardware vendors, and telecommunications providers, often working on implementa-
tion, deployment, or product integration of PQC as well as standardization.

2.2 Survey results

Table 2.2.1 summarizes the responses to the three main questions of the survey. For each topic,
the table indicates the number of times it was mentioned as a hot topic, an open problem, or
a topic needing more attention. We only report numbers of occurrences > 3. We stress that
the questionnaire was made of open-ended questions with free-text responses so that there
is a part of interpretation in the classification of the answers. We also acknowledge that the
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sample may be somewhat biased, as we contacted experts in all areas of post-quantum but
without a systematic selection process balancing the numbers between different areas. The
counts should therefore be taken with a grain of salt and not over-interpreted quantitatively.
Nevertheless, we believe they are indicative of current trends. We provide more detailed
analysis and discussion of the survey results hereafter.

2.2.1 Families of cryptosystems

The MPC-in-the-Head family was frequently mentioned as a hot topic, arguably due to the
number of schemes based on this paradigm in the ongoing NIST process, as well as the recent
surge of related research. It was, however, less often cited as a critical or urgent open problem,
or as a topic needing more attention. This may reflect a perception that the area is already
well studied and currently receives substantial attention from the community.

Isogeny-based cryptography was also often cited as a hot topic and identified as partic-
ularly promising for achieving signatures with small public keys and signature sizes, albeit
with performance that remains slow compared to other families. Improving the efficiency of
isogeny-based schemes was therefore highlighted as a key open problem.

Lattice-based cryptography was mentioned repeatedly as the predominant family in to-
day’s PQC landscape, featuring the first standards, and as the most promising foundation for
cryptographic primitives with advanced functionalities.

The importance of maintaining diversity across cryptographic families was raised in all
three categories. This was most commonly meant as a call to investigate families beyond
lattices, which currently dominate. Specific mentions included code-based cryptography (no-
tably in the rank metric and code-based trapdoor functions) and multivariate cryptography
(especially UOV/MAY O-style signatures).

2.2.2 Cryptanalysis and security

Cryptanalysis and security assessment of quantum-hard problems were mentioned promi-
nently across all question categories. This reflects the widely shared feeling that advances in
cryptanalysis — as a hot topic, as a source of major open problems, and as an area requiring
more attention — are essential for building confidence in the hardness assumptions under-
lying PQC. One respondent emphasized the importance of publishing negative results (i.e.,
unsuccessful attacks) to further reinforce trust in these assumptions.

Several comments focused on family-specific cryptanalytic challenges. For lattices, many
respondents highlighted the need to better understand the hardness of structured lattices
(e.g., ideal lattices, ring/module LWE), as well as the concrete security of the problems
underlying lattice-based KEMs and signature schemes, ML-KEM and ML-DSA in particular.
Some respondents noted the existence of a “lattice assumption zoo” in the literature and
called for more work to assess the real hardness of these assumptions.

Beyond lattices, several respondents mentioned open problems in code-based cryptogra-
phy, including decoding of quasi-cyclic codes, the code equivalence problem, and rank-metric
decoding. Multivariate cryptography was mentioned less frequently, mainly in relation to
UOV-style signatures.

Quantum cryptanalysis was repeatedly identified as an area of critical /urgent open prob-
lems and requiring more attention. Respondents stressed the difficulty of validating quantum
attacks, as exemplified by the fact that when a quantum attack on LWE is proposed, only a
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Table 2.2.1: Summary of survey responses. For each topic, the table indicates whether the
number of times it was mentioned in the responses to the first question (hot topics), the
second question (open problems), or the third question (topics needing more attention). We
only report numbers of occurrences > 3.

Hot Open More
topics problems attention

Families of cryptosystems

Isogeny-based cryptography
MPC in the head

Lattice-based cryptography
Diversity of families & problems

W Ut o

Cryptanalysis and security

Cryptanalysis / security of problems 9 14 10
Quantum cryptanalysis ) 7
Cryptanalysis / security of lattices 5 4
Cryptanalysis / security of codes 3

Implementations

SCA & implementation security 14 10 5
Implementation & performances 7
Formally verified implementations 4

Basic cryptographic primitives

Signature schemes 10 3
KEM & signature schemes 3

Advanced cryptographic primitives

Advanced cryptographic primitives 10 4
Blind signatures & anonymous credentials 7
Fully homomorphic encryption (FHE) 6
Privacy-enhancing technologies (PETs) 4
Zero-knowledge proofs (ZKPs) & (zk-)SNARKs 3

Real world aspects

Transition to PQC / deployment of PQC 10 13 8
Hybrid schemes 7
Standardization 3
PQC for IoT & embedded systems 3
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handful of experts can thoroughly evaluate it while the broader community holds its breath.
Suggestions included closer collaboration between quantum computing specialists and crypt-
analysts, as well as the development of concrete quantum-cost models for security evaluation.
Hybrid classical-quantum attacks were also mentioned as an important open research direc-
tion.

2.2.3 Implementations

We grouped mentions of side-channel analysis (SCA) and implementation security — including
the study of side-channel attacks and the design of countermeasures — into a single category.
This category was among the most frequently cited across all three question types. While
attacks were discussed to some extent, most mentions concerned countermeasures and secure
implementations. In addition to SCA, some respondents mentioned fault injection attacks
(FTIA) and micro-architectural attacks. Although many answers remained general (e.g., “se-
cure implementations against SCA”), some respondents specifically highlighted the need for
provably secure masked implementations and higher-order masking to achieve strong assur-
ance levels.

A second implementation-related category covers performance and optimization aspects
(including hardware acceleration and dedicated PQC instructions). This was cited primarily
as a hot topic. Finally, formally verified implementations were mentioned several times as a
critical /urgent open problem.

2.2.4 Basic cryptographic primitives

Key encapsulation mechanisms (KEMs) and signatures were occasionally mentioned as a
combined category, but signatures alone received significantly more citations, especially as a
hot topic. This is likely due (and was sometimes explicitly attributed) to the ongoing NIST
standardization process currently focusing on signatures. Respondents also emphasized the
critical importance of PKI and certificates across many applications, which makes signatures
crucial for the broader PQC transition. For both signatures and KEMs, respondents under-
scored the need for improvement, particularly in terms of reducing public-key sizes, signature
sizes, and ciphertext sizes for KEMs. One respondent argued that IND-CCA2-secure KEMs,
as standardized by NIST, may be unnecessarily strong for many applications where more
efficient IND-CPA-secure schemes could suffice.

2.2.5 Advanced cryptographic primitives

Advanced cryptographic primitives were mentioned extensively across all three categories, un-
derscoring the perceived importance of this research area. These included advanced signatures
(e.g., blind, group, ring, deniable, and aggregate signatures); advanced encryption schemes
(e.g., IBE, ABE, proxy re-encryption); multi-party computation (MPC); threshold cryptog-
raphy; oblivious pseudorandom functions (OPRFs); private set intersection (PSI); fully ho-
momorphic encryption (FHE); zero-knowledge proofs (ZKPs) and succinct non-interactive
arguments of knowledge (SNARKS); privacy-enhancing technologies (PETs); and anonymous
credentials.

Respondents referred to these primitives either generically (e.g., “advanced primitives”
or “advanced functionalities”), by listing some examples, or by mentioning one or a few
specific primitives. One may also note that several of the primitives mentioned below overlap
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conceptually, and some refer to broad categories (e.g., MPC, PETs). For this reason, the
counts reported in Table 2.2.1 may also overlap and should be interpreted only as indicative
of general trends.

2.2.6 Real-world aspects

We grouped together mentions relating to PQC transition or migration as well as PQC integra-
tion or deployment in real-world applications. This category was among the most frequently
cited across all questions, and particularly in the “critical/urgent open problems” category.
This emphasizes the widely shared feeling of importance and urgency of this area. Respon-
dents highlighted the need for practical migration strategies and concrete crypto-agility solu-
tions (including secure update mechanisms), as well as rigorous assessments of PQC’s impact
on system performance and network bandwidth, especially given the larger key sizes, signa-
tures, and ciphertexts involved. Several respondents expressed concerns about readiness for
the transition, particularly in view of the ambitious timelines set by the EU PQC roadmap
and the challenges posed by legacy systems, some of which have struggled even to adopt
modern traditional cryptography.

Hybrid schemes (or protocols, implementations) — combining traditional public-key cryp-
tosystems (RSA, ECC) with post-quantum ones — were also widely mentioned in all three
categories.

Standardization was mentioned several times, primarily as a hot topic. Respondents
pointed to the NIST process as a major driver of research. Some emphasized the need for
standardization efforts beyond NIST, particularly in Europe, to ensure autonomy and diver-
sity. One respondent explicitly called for establishing a European PQC standardization task
force to coordinate such efforts.

2.2.7 Applications and use-cases

Several respondents mentioned PQC applications in IoT and embedded systems, especially
as a hot topic. Due to the limited memory available in many IoT / embedded devices,
they stressed the need for schemes with sufficiently small RAM footprints. Achieving this
while also supporting high-assurance implementations (e.g., with higher-order masking) was
noted as particularly challenging. Other application areas mentioned included blockchain
technologies, electronic identity, DNS, satellite ground segments, messaging applications, and
e-voting systems.

2.2.8 Other topics

Finally, a few additional themes emerged from the survey. Some respondents emphasized
the strategic importance of PQC in the current geopolitical climate and expressed concern
that cryptographic capabilities may become tools of power. Regarding quantum risk, several
respondents questioned the likelihood of large-scale quantum computers materializing soon,
while one respondent highlighted the possibility that advances in Al could accelerate progress
in quantum hardware research, potentially creating pressure for rapid PQC adoption.

The need for education was also raised: respondents stressed the importance and difficulty
of educating current and future generations about PQC, given its greater complexity compared
to traditional cryptography and its multidisciplinary nature.
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Chapter 3

Selected topics

This chapter presents a selection of topics that we identified as currently hot in the field
and/or for which important open problems remain to be solved. These topics were chosen
based on the responses to the community survey reported in Chapter 2, as well as internal
discussions within the PQCSA consortium and proposals from external contributors. Each
topic is presented in a structured manner, highlighting its importance, summarizing the cur-
rent state of the art, and outlining the key open problems that need to be addressed.

A first set of topics focuses on specific families of post-quantum cryptographic schemes.
We include lattice-based cryptography as the most mature and widely researched family of
post-quantum schemes, as well as isogeny-based cryptography and MPC in the Head, which
are currently particularly active research areas.

A second set of topics addresses the security of post-quantum cryptography. We cover
general cryptanalysis, quantum cryptanalysis, cryptanalysis with extra information, and side-
channel analysis and protected implementations.

We then present a set of advanced post-quantum cryptographic primitives and protocols,
including blind signatures and anonymous credentials, and fully homomorphic encryption,
which were particularly emphasized in the survey. We also include threshold cryptography,
currently a hot topic in cryptographic research, and oblivious pseudorandom functions, which
have recently received increased attention.

Finally, we consider real-world aspects of post-quantum cryptography, including the PQC
transition and hybrid cryptographic schemes, as well as two exemplary use cases for which
the transition is crucial: digital identity and e-voting.

We stress that this selection is not exhaustive, and many other important topics in post-
quantum cryptography exist. In particular, code-based cryptography and multivariate cryp-
tography are also essential families that contribute to the diversity of the post-quantum
ecosystem. Numerous other advanced primitives, protocols, and use cases are likewise rele-
vant and significant. The topics selected here are intended as illustrative examples, providing
insight into some of the most pressing challenges and opportunities in post-quantum cryptog-
raphy today.
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3.1 Families of post-quantum cryptographic schemes

3.1.1 Lattice-based cryptography

Lattice-based cryptography represents the most extensively researched area within post-
quantum cryptography. Euclidean lattices, which consist of regularly spaced discrete points
in multidimensional space, serve as the underlying mathematical structure. These discrete
structures were investigated as mathematical objects well before their application to cryp-
tography. They provide a rich source of hard mathematical problems that are conjectured
resistant to quantum attacks, like the shortest vector problem (SVP). In the past decades,
particular cases and variants of the SVP have become the basis for designing post-quantum
cryptographic primitives and protocols, including public-key encryption schemes, digital sig-
natures and more.

Why is this topic important? Lattice-based cryptography was the first family of post-
quantum cryptography to attain efficient algorithms making them suitable for practical ap-
plications. The structured variants of hard lattice problems allow designing schemes with
competitive sizes and computation time comparable to traditional schemes based on fac-
torization or discrete logarithm assumptions. Moreover, lattice structures can be used for
advanced functionalities, such as fully homomorphic encryption, which allows computations
on encrypted data without decryption, enabling new applications in secure data processing
and cloud computing. The number of researchers and research projects has spectacularly
increased since 2010 and lattice-based cryptography is now considered as one of the most
mature field in post-quantum cryptography. The NIST standardization process for post-
quantum cryptography has selected three lattice-based schemes as first standards. These
selections highlight the practical viability and importance of lattice-based cryptography in
the post-quantum ecosystem.

Overview of the state of the art. The state of the art of lattice-based cryptographic is
very rich. Two of the key contributions of the domain were the worst-case hardness reduction,
as introduced by Ajtai in 1996 [Ajt96], and the introduction of the Learning With Errors
(LWE) problem by Regev in 2005 [Reg05], which has become a foundational assumption for
many lattice-based cryptographic constructions. The constructions of public-key encryption
schemes, such as the one by Peikert in 2009 [Pei09], and digital signature schemes, like the
GPV signature scheme by Gentry, Peikert, and Vaikuntanathan in 2008 [GPVO08] or the
Fiat-Shamir with aborts [Lyul2], have demonstrated the practical viability of lattice-based
cryptography. In recent years, there has been significant progress in optimizing lattice-based
schemes for efficiency and security. Techniques such as ring-LWE and module-LWE have
been introduced to reduce key sizes and improve computational efficiency, making lattice-
based cryptography more practical for real-world applications. Omne can cite the selected
NIST standard ML-KEM, ML-DSA or FN-DSA [SAB"22, LDK"22, PFH"22] as concrete
state-of-the-art implementations. Additionally, the development of advanced functionalities,
such as fully homomorphic encryption schemes (see Section 3.3.2) has opened new avenues
for secure computation on encrypted data.

Open problems. Despite the significant advancements in lattice-based cryptography, many
open problems and challenges remain. One of the primary concerns is the need for further
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analysis of the security of lattice-based problems. While exponential, the complexity of the
current best attacks based on lattice reduction is still not fully understood, preventing precise
parameter dimensioning. This research track is also related to the analysis of residual security
in the presence of extra information (see Section 3.2.3).

Another open problem is the estimation of the security of the structured variants of lattice
problems. While these variants offer improved efficiency, their security is conjectured to be
close to the standard unstructured lattice-problems. Further research is needed to establish a
more comprehensive understanding of the security implications of these structured variants.

Finally, there is a need for continued exploration of new lattice-based constructions and
protocols that can provide enhanced functionalities. This includes the exploration of new
applications in areas such as broadcast encryption, attribute based encryption, secure multi-
party computation or zero-knowledge proofs.

3.1.2 Isogeny-based cryptography

Isogeny-based cryptography is a post-quantum family that is built on findings from both alge-
braic number theory and algebraic geometry. It can be seen as the post-quantum successor of
elliptic curve cryptography, as it mainly studies elliptic curves and maps between them, called
isogenies. This is the most fast-growing and fast-moving area of PQC at the moment, mainly
because recent advances have brought many new computational tools, resulting in even more
new cryptographic schemes. There are however cryptographic schemes that have received a
good level of scrutiny in this area, namely the CSIDH [CLM™ 18] group action that allows
for a Diffie-Hellman key exchange, incl. static-static exchanges, and the SQIsign [DKL"20)]
digital signature scheme.

Why is this topic important? The cryptographic schemes whose security relies on the
hardness of isogeny-related problems have particular use cases. They usually offer very small
signatures and public key sizes, but have one of the longest running times. As such, they
are suitable for applications where having small sizes is a requirement, while it is possible to
handle longer running times. Prominent examples of this are the SQIsign signature scheme
developed originally in 2020, and PRISM [BBC™25], a signature scheme introduced this year.
Isogeny-based cryptography is also known for offering the only post-quantum commutative
group action, hence being the only family that has a post-quantum key exchange protocol
with the well-known Diffie-Hellman construction.

Overview of the state of the art. The earliest appearances of isogenies in cryptogra-
phy are in 2006 with the proposal of the CGL hash function [CLG09] and the Couveignes-
Rostovtsev-Stolbunov [Cou06, RS06] construction for a quantum-resistant key-exchange pro-
tocol. The CGL hash function is too slow to use in practice and its significance mainly
lies in showing that interesting and robust cryptographic solutions can be constructed based
on the hardness of the isogeny path-finding problem. The same could be said initially for
the Couveignes-Rostovtsev-Stolbunov construction. However, a series of advances starting in
2010 led to this proposal being the cornerstone for building the two most well-known key-
exchange solutions, that is SIDH [JD11] and CSIDH [CLM™18]. The SIDH construction was
later turned into a KEM and the concrete instance named SIKE was submitted to the NIST
call for standardization. SIKE reached the fourth round before suffering from a polynomial-
time attack and being deemed insecure beyond repair [CD23, MMP*23, Rob23]. This attack
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however did not affect, neither CSIDH, nor the then less explored SQIsign. Hence, the focus
was turned to these two cryptosystems and the related problems. Interestingly, the tools used
in the attack on SIDH were immediately put to use for constructive applications and have led
to significant improvements on SQIsign [DLRW24, NOC*24, BDD"24] and the development
of many new cryptographic schemes. As previously mentioned, isogeny-based cryptosystems
battle with significant computational efforts, but offer very favorable sizes. Notably, SQIsign,
one of the isogeny-based digital signature schemes is currently in the second round of the NIST
call for additional signatures. It has public key sizes of only 65 bytes and yields 148-byte long
signatures for the first level of security. The signing times were prohibitive in the first round,
but they have significantly dropped in the second round, down to 101 megacycles. Verification
times have also improved to 5 megacycles.

Open problems. Isogeny-based cryptography is currently one of the fastest growing re-
search areas with new computational approaches discovered continuously. This is evidenced,
for instance, by the significant change in performance of SQIsign mentioned above, which also
indicates that there are unexplored venues for optimization of isogeny-based systems. The
most pressing challenges are making isogeny computations (referred to in this area as repre-
sentations) more efficient and gaining more confidence in the security. The former challenge
is the most studied, but not unique, part of a bigger challenge, that is, making isogeny-
based schemes more efficient. Recent discoveries that stemmed from cryptanalysis have been
used extensively for constructive purposes in the past three years. They have opened an
abundance of new directions, and they are all focused on building more functionalities out
of isogeny-based constructions, optimizing the existing ones and generally getting a better
understanding of the rich underlying structure of the mathematics used in this area. For the
latter, cryptographers often pair up with pure number theorists to discover new directions.
Thus, this notably small community continues to grow. The security challenges are focused
on one side on understanding better the quantum security of CSIDH and on obtaining reduc-
tions to the core isogeny path-finding problem for other schemes including SQIsign. In the
CSIDH setting, there is also a growing focus on protection against physical attacks.

3.1.3 MPC in the head

In their seminal work [IKOS07], Ishai, Kushilevitz, Ostrovsky and Sahai introduced a generic
paradigm for constructing zero-knowledge proofs of knowledge using techniques from se-
cure multiparty computation. This paradigm now commonly known as MPC-in-the-Head
(MPCitH) has considerably evolved since its introduction in 2007. While mostly of theoreti-
cal interest at first it now consists of a rich family of practical zero-knowledge proof systems,
applicable to prove any statements and whose security solely relies on symmetric primitives,
based on constructions such as GGM trees or Merkle trees.

Why is this topic important? The MPCitH paradigm has recently become a hot topic
in post-quantum cryptography, as it underpins several modern signature schemes, including
candidates in the ongoing NIST process (see, e.g., [BBBT24, BBFR24, ABB"24]). Apply-
ing MPCitH (combined with the Fiat-Shamir transform) to any one-way function or hard
problem yields a signature scheme with competitive performance in both signature size and
computational cost. This generality is particularly attractive today, as the community seeks
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to diversify the hardness assumptions supporting post-quantum cryptography. In particu-
lar, it enables the use of conservative assumptions without trapdoors or algebraic structure,
and even the construction of efficient signature schemes based solely on symmetric prim-
itives (e.g., FAEST), thereby avoiding the need for hybridization and achieving a better
performance profile than SLH-DSA (SPHINCS™). Beyond signatures, MPCitH also provides
versatile post-quantum zero-knowledge proofs which are instrumental to privacy-enhancing
technologies (PETS) and actively secure MPC.

Overview of the state of the art. The first practical instantiation of MPCitH was in-
troduced by ZKBoo [GMO16], which later yield Picnic, a candidate in the first NIST PQC
standardization process [ZCD20]. A significant improvement came with the introduction of
GGM trees to substantially reduce signature sizes [KKW18]. Since 2020, starting notably
with [BN20], research on MPCitH has grown rapidly. The most efficient modern variants are
the VOLE-in-the-Head framework [BBD"23] and the Threshold-Computation-in-the-Head
framework [FR25b]. Notably, six of the fourteen candidates selected in round 2 of the on-
going NIST process rely on these techniques. These schemes achieve signatures as small as
2.5-5 kB, extremely short public keys (often a few hundred bytes), and signing times of only
a few milliseconds on modern hardware.

Beyond signatures, MPCitH-based proof systems such as Ligero [AHIV17, AHIV23] and
TCitH-MT [FR25b] offer highly efficient provers and relatively succinct proofs for a broad
range of circuits, beyond the small circuits typically used in signature schemes. These systems
are particularly effective in applications such as proving possession of private keys in lattice-
based schemes, among many other zero-knowledge use cases.

Open problems. Although several MPCitH schemes now achieve small communication
costs, the implementation aspects remain underexplored. Important challenges include pro-
ducing highly optimized implementations across different platforms, understanding the be-
havior of MPCitH schemes under physical attacks, and developing robust side-channel protec-
tions. In addition, while some works have begun to analyze certain MPCitH schemes in the
quantum random-oracle model (QROM) [AHJ 23, BBBT25b], further research is required to
deepen our understanding of their security against quantum adversaries. Finally, although
substantial new improvements in proof size or computational efficiency may be more diffi-
cult to attain as the field has matured, such improvements remain an important and open
direction for future works.

3.2 Security of post-quantum cryptography

3.2.1 Cryptanalysis

Cryptanalysis is the study of the security of cryptosystems. It refers to developing attacks
on cryptosystems and algorithms for solving their underlying problems, as well as an analysis
on their time and (sometimes) memory complexity. The end goal is to derive parameter sizes
that achieve the desired level of security while optimizing for a target criterion, such as small
sizes, efficiency, or the best trade-off for both. State-of-the-art algorithms with the best time
complexity are used as reference for deriving these parameters.
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Why is this topic important? It can not be overstressed how important cryptanalysis
is, as the cryptographic systems being secure against attacks is crucial. All the other criteria
like efficiency and advanced functionality can only come secondary to having confidence in
the security of systems before they are deployed for real-world use. Cryptosystems that are
deployed currently or in the future should be protected against both attackers with a regular
machine and attackers equipped with a quantum computer to ensure sensitive data remains
confidential and for the digital world to continue to function.

Overview of the state of the art. Cryptanalysis encompasses both regular cryptanalysis,
that is, attack using a non-quantum computer only, and quantum cryptanalysis where the
core part of the attack relies on quantum operations. We take a closer look at the latter in
Section 3.2.2. For regular cryptanalysis, there usually exist two approaches for gaining confi-
dence in the security of the cryptosystem. When the security of a cryptosystem relies on the
hardness of a well-known computationally hard problem, and this is formally proven, the cryp-
tosystem is called provably secure. This gives stronger confidence in its security, since we are
able to prove that attacking the system is at least as hard as solving the relevant long-standing
problem. In this case, the cryptanalysis tasks are focused around developing best algorithms
for solving the underlying problem and exact complexity analysis. For cryptographic designs
where such a formal reduction has not been proven, the systems are often referred to as
“ad-hoc”. The only way to gain confidence in their security is by extensive cryptanalysis, by
looking carefully into the cryptographic constructions and finding all possible points of entry.
Cryptographic attacks in post-quantum can have several flavors, with general appraoches
ranging from purely combinatorial algorithms to the algebraic cryptanalysis approach where
the problem at hand is reduced to the problem of solving a quadratic system of polynomial
equations, and specialized approaches using advanced mathematics specific to the attacked
system.

Open problems. The security analysis of all families except for hash-based cryptography
needs to receive extensive attention and the survey responses agree with this reasoning. The
hardness of the lattice problems is considered to be well understood at a high level, but exact
cryptanalysis is still needed for many algorithms. In code-based cryptography, the decoding
problem in the Hamming metric has the most extensive analysis. The rank metric is also
better understood in recent years, and there are other metrics with early cryptanalysis results.
There is another side of code-based cryptography that focuses on the equivalence problem.
This area is newer in cryptanalysis and has seen rapid development recently. Understanding
the hardness of this problem in the Hamming metric is the most urgent currently. The
cryptanalysis in multivariate cryptography focused heavily on the Unbalanced Oil and Vinegar
(UOV) family. Understanding the security of all modified UOV variants is still considered an
open problem. In isogeny-based crypto, the hardness of the unmodified isogeny path-finding
problem is well understood, but an exact complexity analysis is still needed. An equally
pressing matter is to analyze the novel constructions that have been developed recently and
understand how tightly they are connected to the core isogeny problem. Better algorithms
for solving the multivariate quadratic (MQ) problem are also an important direction as many
areas in cryptography rely on algebraic cryptanalysis. In PQC, the most notable are code-
based and multivariate cryptography. Understanding the complexity of these algorithms in a
precise manner is an even more complex and urgent task.
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3.2.2 Quantum cryptanalysis

Several of the respondents mentioned quantum cryptanalysis as a pressing open problem,
beyond the need for cryptanalysis in general, as covered in Section 3.2.1. Quantum crypt-
analysis refers to studying attacks using the additional power of quantum operations. While,
in principle, non-quantum attacks are included, the term is typically used only for attacks
that have a significant component of the quantum algorithm.

Why is this topic important? Post-quantum cryptography addresses the challenge to
protect data and communication against attacks by quantum computers. Hence, quantum
cryptanalysis should be at the core of research in PQC. However, there is a problem with
finding funding for performing cryptanalysis and the time investment needed to research
quantum cryptanalysis is even greater as the researchers need to become experts in quan-
tum algorithms, a field which still is heavily drawing on notations from physics, as well in
cryptanalysis. It is much easier to understand the cryptosystem than to imagine all possible
ways to attack it. However, PQC systems are now being deployed and we must get a better
understanding of their security. Deploying PQC along with pre-quantum systems mitigates
the direct impact if the PQC system turns out to be less secure than assumed, however, the
current feeling is still that there might be devastating attacks that have so far simply been
overlooked due to the lack of expertise and task force.

Even if there are no new attacks that lead to exponential improvements, subexponential
attacks require very different scaling of parameters, as we know well from the contrast of
ECC and RSA key sizes among the pre-quantum systems. In the other direction, our current
estimates might be giving too much power to quantum computers, putting their clock speeds
at par with conventional computers and assuming quasi unlimited scalability. Hence, more
precise quantum cryptanalysis might even lead to decisions that parameters can be scaled
down (assuming that the quantum attack caused the recommendations rather than the regular
cryptanalysis).

In summary, we need research in quantum cryptanalysis to answer if we can scale down
some parameters, must scale up some parameters, or must even completely remove a problem
from the zoo of PQC systems.

Overview of the state of the art. All major categories of PQC systems have received
some study to assess if quantum attacks apply, in particular, if (a part of) the solution can be
reformulated in a way that Shor’s attack can be applied. Negative results typically do not get
published, and these studies go back to the very early days of PQC and are reported only in the
introduction to those early papers, giving no details of how the study was executed. A notable
exception is [DMR11] from Crypto 2011 which studied applicability of the quantum Fourier
transform, the main ingredient in Shor’s algorithm, to some component of decoding attacks
on the McEliece system and concluded that no quantum speedup was possible. However, this
paper is also a prime case for the need for collaboration between cryptanalysts and researchers
in quantum algorithms, as the part that was scrutinized in the paper is not the hard part
in the McEliece cryptosystem and is even efficiently solved by Sendrier’s support-splitting
algorithm [Sen00]. More meaningful collaborations have in the meantime led to studies of
quantum attacks on the main PQC systems which work out the details of how to apply Grover
or quantum walks to speed up existing non-quantum attacks, at different levels of granularity
of the result. This still leaves the feeling that novel approaches remain to be found when
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departing from these known attack strategies. In several cases, the quest for better quantum
attacks on PQC has led to breakthroughs in finding non-quantum attacks, but there are
also cases like the attack by Campbell, Groves, and Shepherd [CGS14] on 1-dimensional
cyclotomic lattices and generalizations of the Soliloquy attack that are inherently quantum
attacks. This is a good example of an attack that required expertise in number theory, lattices,
and quantum computing. Similarly, Childs, Jao, and Soukharev showed in [CJS14] how to
apply Kuperberg’s algorithm for solving the hidden-shift problem to CRS, an isogeny-based
system proposed 8 years earlier. This results in a subexponential quantum attack on the
system while the best known non-quantum attack on the system has exponential time.

Open problems. One open problem, that also got highlighted in the survey answers, is to
define the basic cost model. A relatively recent example of this relates to the just mentioned
attacks on CRS. These are known to apply to the CSIDH system [CLMT18|, as pointed
out by the designers, meaning that the system has a subexponential quantum attack. Some
papers [BS20, Pei20] (in particular their early preprint versions) focused on studying optimiza-
tions of Kuperberg’s algorithm and counted cost in the number of oracle queries, concluding
that the parameters were chosen way too small. However, [BLMP19] developed quantum
circuits to compute the oracle function and showed that each oracle call involves 240 quan-
tum operations for the CSIDH-512 parameter set, a significant cost that cannot be ignored.
Additionally, the same discussions play out as in non-quantum attacks regarding the costs of
memory access and whether to count operations at gate/bit level or in larger units like com-
puter words. This is already a disputed question for non-quantum attacks and even harder
to agree on for quantum attacks where the very hardware that they will run on is still in the
research state.

Obvious open problems are better quantum attacks on codes, isogenies, lattices, and MQ
systems, both asymptotically and in a concrete cost model counting qubits and gates. The
latter are needed to settle which parameters to choose, but might feel premature when the
best attacks are still evolving. Nevertheless, research in exact or fine-grained cryptanaly-
sis needs to evolve and reach a maturity of computer-verified counts and (proof-of-concept)
implementations in quantum programming languages, which can happen in parallel with im-
provements in asymptotic algorithms. Furhtermore, the quantum proramming languages and
options for simulations may need to be upgraded, creating open problems on a meta level.

Finally, a very understudied area is how to use smaller or near-term quantum computers.
This puts a severe limit on the number of qubits and on the maximum depth of the com-
putation. For attacks on the pre-quantum system RSA the paper [BBM17] studies how to
use a small quantum computer to aid factorization. An open problem for each of the PQC
systems is whether a quantum speedup can be achieved with such a smaller scale computer
by investigating a different part of the trade-off curve or if a quantum computer could be used
as coprocessor within a larger, otherwise non-quantum attacks. Given that the term “hybrid”
is overloaded, we refer to such attacks as “quantum-assisted” attacks. Whatever the name,
the impact of such attacks on pre- and post-quantum cryptography is a big open problem.

3.2.3 Cryptanalysis with extra information

The security of post-quantum schemes is based on clearly defined hard mathematical prob-
lems conjectured resistant to quantum attacks. Their analysis is at the core of the theoretical
research in post-quantum cryptography: while theoretical security reductions provide confi-
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dence in the security, the complexity analysis of the best attack techniques allows choosing
concrete parameters. However, in practical settings, these assumptions must be considered
within the broader context of cryptographic algorithms, themselves inside protocols and phys-
ical implementations. A large emerging domain in post-quantum cryptanalysis is the study
of the residual security of post-quantum schemes in the presence of different types of extra
information about the secret key, often called hints. By exploiting these additional sources
of information, attackers can potentially compromise the security of post-quantum crypto-
graphic schemes that are otherwise considered secure. The extra information can take various
forms, that can be classified into 2 families: the hints coming from side-channel analysis, and
the hints coming from the protocol design. In the first one, the information is often a noisy
measurement that is correlated to a function (Hamming weight for example) of the secret key:;
it can also be an a posteriori probability distribution on the secret key (see Section 3.2.4).
In the second one, the hints can be derived from leakages intrinsic to the execution of the
protocol, such as aborts or extra outputs.

Why is this topic important? The study of cryptanalysis with extra information is
crucial for ensuring the robustness and reliability of post-quantum cryptographic systems
in real-world scenarios. For side-channel hint analysis, the certification of products often
requires providing a criticality level of a measured leakage. To be able to assess the criticality,
the measured leakage should be translated to the remaining cryptanalytic attack. The fine
analysis of the hints allows for a better understanding of the overall security level of a given
implementation. For the protocol-based hints, such an understanding directly leads to more
efficient designs, by allowing well-chosen hints to be given to the attacker, going towards even
better performance without sacrificing security.

Overview of the state of the art. It is a domain at the intersection of the side-channel
attacks and the mathematical study of the post-quantum assumptions. Such an analysis
requires expertise in both domains, which are often disjoint communities. It has nevertheless
been studied in ad-hoc manners either on specific side-channel attacks or on the assumptions
side. An attempt of systematic analysis was done in the context of lattice-based schemes in
[DDGR20] and follow-ups. But, this research track is limited to specific types of hints. On
the code-based side, a first work proposing the inclusion of hints in the ISD framework was
proposed in [HPR*21].

Open problems. Several research directions remain open in this area. First, while the
analysis has begun for code-based and lattice-based schemes, it needs to be extended to cover
all post-quantum assumptions, including multivariate, hash-based, MPCitH, and isogeny-
based cryptography. Second, there is a need for developing systematic frameworks and open-
source tools to assess the impact of hints on the security of post-quantum assumptions.
Finally, achieving greater generality remains the major challenge, requiring the study of new
types of hints from both side-channel analysis and protocol designs, and the development of
unified models for leakages and hints.

3.2.4 Side-channel analysis and protected implementations

Side-channel analysis (SCA) encompasses a range of techniques that exploit unintended phys-
ical information leakage from cryptographic implementations to compromise their security.
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This leakage can manifest through timing variations, power consumption patterns, electro-
magnetic emissions, acoustic signals, temperature measurement, etc. Side-channel attacks
have become a significant concern in the field of cryptography, as they can bypass traditional
black-box security and exploit vulnerabilities in the implementation rather than the under-
lying mathematical foundations. The protected implementations aim to mitigate the risks
associated with side-channel attacks by employing various countermeasures at the algorithmic
level. One prominent example is masking, which involves randomizing intermediate values
during computations to obscure the correlation between the secret data and the observable
side-channel information.

Why is this topic important? Understanding and mitigating side-channel vulnerabili-
ties for these wide-spread applications is crucial for ensuring the overall security of daily-life
products such as smart cards, IoT devices, mobile phones and so on. Given the devastat-
ing impact that side-channel attacks can have on cryptographic systems, governments and
standardization bodies have recognized the importance of addressing these threats. Stan-
dards such as FIPS and Common Criteria include requirements for side-channel resistance,
prompting manufacturers to implement robust countermeasures in their products.

Overview of the state of the art. The SCA concept was introduced independently of
the post-quantum threat and can target any cryptographic algorithm [Koc96]. The avenue
of new post-quantum algorithms and new underlying structures is of particular importance
in the context of SCA since many post-quantum schemes have high computational and mem-
ory requirements, new structures with sometimes a lot of redundancy. All these features
can exacerbate side-channel leakage. On the attack side, various powerful techniques have
been developed, demonstrating the important vulnerabilities of various post-quantum cryp-
tographic algorithms. One can cite for example [ACK'23, RHHM17, BFM*19] among the
many published works on the domain. This study is also close to the cryptanalysis with
side information in Topic 3.2.3. On the constructive side, numerous countermeasures have
been proposed and implemented. Masking techniques have been extensively studied and re-
fined to be applied to post-quantum cryptographic algorithms. Notable advancements include
high-order masking schemes, which provide enhanced security against sophisticated attacks,
e.g. [BBET18, BGR"21, DR24]. Additionally, algorithmic modifications and implementa-
tion strategies have been developed to minimize side-channel leakage, such as constant-time
implementations and noise generation techniques. One can cite [HPRR20] for example. How-
ever, the protected implementations lead to significant overheads in terms of performance
and resource consumption.

Another line of research focuses on designing PQC algorithms that are inherently compat-
ible with the efficient application of side-channel countermeasures, masking in particular. For
instance, some lattice-based cryptographic schemes have been designed by leveraging their
mathematical properties to ease the application of masking [dEK"23]. The performance of
these schemes is often better than generic schemes with protected implementations.

Open problems. Balancing security and efficiency remains a critical challenge in the field
of side-channel analysis and protected implementations. One open problem is the develop-
ment of more efficient masking schemes that can provide robust security without incurring
significant performance penalties. One other open problem would be to design new post-
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quantum algorithms that are inherently resistant to side-channel attacks, reducing the need
for complex countermeasures. Finally, the evaluation and certification of side-channel resis-
tant implementations remain an ongoing challenge. Developing standardized methodologies
for assessing the effectiveness of countermeasures and ensuring compliance with security stan-
dards is crucial for the widespread adoption of secure cryptographic implementations.

3.3 Advanced primitives and protocols

3.3.1 Blind signatures and anonymous credentials

Blind signatures and anonymous credentials are two common building blocks of cryptographic
protocols that are frequently used to achieve strong privacy guarantees for users. In the
1980s Chaum introduced both of these concepts (blind signatures [Cha82], anonymous cre-
dentials [Cha85, CE87, CL01]), which share related motivations but are applied in different
use cases. Namely, they are both solutions to the challenge of proving the authenticity of
some user attribute/credential (in the case of anonymous credentials) or the validity of a
digital token (in the case of blind signatures), while also allowing the user to maintain their
privacy /anonymity.

In [Cha82], blind signatures provided a mechanism to create electronic cash (e-cash) that
protects customer anonymity against a curious bank wishing to surveil their payment activity.
This is analogous to the unlinkability between withdrawal and spending that customers enjoy
with physical cash. Customers in Chaum’s system use digital coins, each containing a unique
serial number. A digital signature on this serial number from the bank assures third parties of
the coin’s validity. However, to prevent banks from being able to link the withdrawal of coins
to their subsequent use, this identifier is “blinded” during the signing process, preventing the
bank from initially learning its value. Later when the coin is spent, the bank will have no
way of linking the unblinded serial number with the value it signed, but the unblinded coin
will still possess a valid signature.

Anonymous credentials solve the problem of demonstrating that we meet some qualifica-
tion to obtain goods and services, or to exercise certain privileges, but without revealing more
information than is strictly required. The standard example of this is proving you are legally
old enough to buy age-restricted products like alcohol. However, showing a government issued
ID also reveals other information such as a person’s name and address. Anonymous creden-
tial schemes solve this problem, allowing users to prove possession of only those credentials
necessary to satisfy the verifier, without revealing any other information.

Why is this topic important? The number of our daily activities that involve networked,
digital systems continues to grow, leading to the nightmare of ubiquitous surveillance by
governments and private enterprises. These surveillance systems affect people’s lives offline
as well, impacting their ability to afford goods, access services, and enjoy basic human rights.
Digital systems that ensure user privacy by design are therefore fundamental to alleviating
existing surveillance harms and preventing their exacerbation. Building blocks like blind
signatures and anonymous credentials serve exactly the purpose of making these solutions
possible and are likely to remain fundamental pieces of ongoing privacy research.

Overview of the state of the art. Among blind signature schemes based on pre-quantum
cryptography, Chaum’s original RSA blind signatures and blind signatures based on elliptic
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curve cryptography are still used in real world systems, for example in GNU Taler [Dol19], a
significant extension of Chaum’s original e-cash. In the context of post-quantum cryptogra-
phy, the majority of proposed blind signature schemes use lattices [BLNS23a, AGJ 24, JS25],
and they almost all follow the framework proposed by Fischlin [Fis06] for building a blind sig-
nature scheme from a standard digital signature scheme and an IND-CPA encryption scheme.
Proposed schemes based on other post-quantum families like isogenies [KLLQ23, HLM™25],
error-correcting codes [LP25a] and multivariate quadratic systems [BEM™25] have all recently
emerged as well. The currently proposed post-quantum schemes are all much larger and much
slower than their pre-quantum counterparts. RSA blind signatures are the same size as regu-
lar RSA signatures (256 — 512 bytes) and require a few tens or a hundred microseconds (less
than 100,000 CPU cycles on a 5.2GHz CPU) on a laptop to compute. By comparison, cur-
rent lattice-based blind signatures are on the order of tens of kilobytes and minimally require
several seconds for signing and verification.

Current research on anonymous credentials is quite broad in scope, with recent work
driven by both application-specific needs (e.g., threshold schemes) and also to address gen-
eral challenges relating to online anonymity. For example, anonymity can be compromised
if the revealed credentials themselves associate their bearer with a small anonymity set. A
recent paper by Katz and Sefranek [KS25] explored enhancing privacy by hiding not just the
unrevealed attributes of a credential but the credential issuer as well. Existing real-world
implementations of anonymous credentials include the digital wallet app Yivi ', which is
an implementation of an RSA-based anonymous credential scheme developed by Camenisch
and Lysyanskaya [CLO1]. In the post-quantum setting, recent works have proposed anony-
mous credential schemes based on lattices [BLNS23b, BLNS23c, AGJ*24, DKLW25] and
arithmetization-friendly symmetric primitives [FR25a], following similar design principles as
pre-quantum schemes, but their proof sizes and computational costs are still significantly
larger than their pre-quantum counterparts.

Open problems. The main open problem for both blind signatures and anonymous cre-
dentials is improving the size and performance of schemes that resist attacks by quantum
computers. As mentioned above, the computation time and signature size of post-quantum
schemes is much larger than their pre-quantum counterparts, which means that a service
which uses post-quantum blind signatures would incur significantly higher costs in terms of
computation, data storage, and network traffic.

There are also open questions on the provable security side for blind signatures as well.
Blind signature schemes usually have slightly different notions of unforgeability compared
to their standard digital signature counterparts. Among post-quantum schemes based on
Fischlin’s construction, there also seems to be a trade-off between the performance quality
and the complexity of the underlying security assumptions.

3.3.2 Fully homomorphic encryption

Fully Homomorphic Encryption (FHE) is a cryptographic technique allowing a server to
perform computations directly over encrypted data, without requiring decryption. Data is
encrypted by the user and sent to the server, along with an evaluation key that the server
can use to run some computation homomorphically, without getting any information about

"https://web.archive.org/web/20251116124537 /https://yivi.app/en/. Accessed: 2025-11-27.
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the actual content of the data. The output of the homomorphic computation is an encrypted
result that is sent back to the user, who can decrypt it using their secret key.

Why is this topic important? FHE potentially allows any client/server application to
operate on encrypted data. Thus, the server has no access to any sensitive material, offering
strong guarantees to the user against data breaches and malicious behavior from the server.
An example of a use case for FHE would be privacy-preserving Al systems, where a user
could call a model without revealing its input nor the result. Another example is Private
Information Retrieval (PIR), in which the user can query a database without revealing the
content of its query. FHE is more generally a building block for PETs with many applications
in fields where sensitive data have to be manipulated, such as finance or healthcare. Finally,
FHE begins to be used in the blockchain space to improve the privacy of transactions and
smart contracts. FHE has seen impressive technological development in recent years, and
a number of startups have emerged that demonstrate its scientific maturity and growing
industrial adoption.

Overview of the state of the art. The concept of FHE was first formalized by Rivest,
Adleman and Dertouzos [RAD78]. Early homomorphic schemes were only partial, that is to
say only a limited class of programs could be evaluated homomorphically. In 2009, Craig
Gentry [Gen09] published the first fully homomorphic encryption scheme. Since then, a lot
of research has iterated on Gentry’s original concept to improve the performance of FHE. All
modern FHE schemes rely on lattice-based cryptography, where the encryption process intro-
duces noise into the data, and this noise grows as homomorphic computations are performed.
To avoid an overflow of noise in the data, Gentry introduced the notion of bootstrapping, which
resets the noise level of a ciphertext by homomorphically applying decryption, enabling fur-
ther computations. As of today, research in FHE has gathered around two main families of
schemes that yield very different trade-offs in performance and homomorphic capabilities:

« FHEW /TFHE: These schemes [DM15, CGGI16, CGGI17, CGGI20] are known for
their very efficient bootstrapping. They are particularly well-suited for applications
requiring a relatively low latency. They operate on data chunks of small precision
(typically less than 8 bits) and perform exact computation.

« BFV/BGV /CKKS: This family of schemes [Bral2, FV12, BGV12, CKKS17] relies on
powerful packing capabilities, allowing a large amount of data to be processed in parallel
and showcasing better amortized performance than the former. However, this comes
at the cost of a more noticeable latency to retrieve the computation results. Among
them, CKKS has the particularity of offering floating-point arithmetic for approximate
computations on larger precisions.

The discrepancy in capabilities of these two families is reflected in the type of applications
they target: it seems that TFHE is easier to compile with dedicated toolchains directly from
“cleartext” programming, which makes it better suited for, e.g., blockchain applications. On
the other hand, CKKS is preferred for processing large datasets (with a tolerable level of
approximation) making it a better fit for machine learning and AI. Recent works have mostly
focused on extending capabilities and improving the performance of schemes (in particular
bootstrapping, which is by far the most costly operation). See for example [CHK 18, CCS19,
LLK"22, AKP25] for CKKS and [CLOT21, BBB*23, GBA21] for TFHE. Another important
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line of work is transciphering [NLV11, GHS12, CCF"16, BBB"25a]: a technique to improve
the bandwidth overhead caused by ciphertext expansion in FHE. A more theoretical active
area of research is to define precise security definitions for FHE [LM21, CSBB24, MN24].

Some community efforts to organize the research have emerged with the organizations
fhe.org and homomorphicencryption.org. Some proposal of standard is currently being
discussed at ISO while NIST has recently issued a call for proposals for Multi-Party Threshold
Cryptography (MPTC) with a large scope that includes FHE [BP25].

Open problems. The most important perspective for FHE is improving performance: it
is commonly accepted that the current overhead of homomorphic computations is around 4
orders of magnitude. Beyond algorithmic improvements, we have seen some work on hardware
specifically tailored for FHE computations: such hardware targets, in particular, an accelera-
tion of the Fast-Fourier Transform (FFT) or the Number-Theoretic Transform (NTT), which
are essential building blocks of FHE (see, e.g., [BDTV23]). We can expect to see this line of
work develop in the future. Another challenge for the adoption in practice of FHE is the au-
tomatic compilation of homomorphic programs to help developers integrate this technology,
with some open-source tools currently under development [GSPH"21, Zam22]. Finally, an-
other long-term perspective is to reconcile the two branches, TFHE and CKKS, in a common
framework, to form a "Theory of Everything” of FHE.

3.3.3 Threshold cryptography

Threshold cryptography is an advanced technique based on secret sharing in which a secret
key is split into n components, called the shares. The scheme is parameterized by a threshold
t: any set of at least t shares can reconstruct the secret, while any set of fewer than ¢ shares
reveals no information about it. These n shares are distributed among n distinct entities,
typically called parties, with each party holding exactly one share.

Threshold cryptography is a type of MPC that enables cryptographic operations (e.g.,
decryption, signing) to be performed using a shared secret key without ever recombining the
secret key. The computation is distributed across the parties, and no party learns the full
secret at any point. This approach has many applications: for example, threshold decryption
is useful in e-voting, while threshold signatures are used in blockchain systems.

Why is this topic important? Threshold cryptography is an essential tool to protect
secret keys against device compromise. If a secret key is stored on a single device, it is
immediately exposed once that device is compromised. One approach to mitigate this risk is
to rely on secure hardware to prevent compromise (i.e., achieve compromise resistance), but
relying on secure hardware is costly and might not always be possible. Threshold cryptography
offers a flexible solution by distributing the secret across multiple devices while still allowing
it to be used securely. An adversary must compromise several devices to recover the secret
key, thereby significantly reducing the risk of full-key exposure.

Threshold cryptography is also valuable in scenarios that require distributed authority or
collective governance. In applications such as e-voting or blockchain governance, it may be
unacceptable for a single entity to hold a key that enables a sensitive or high-impact opera-
tion. A malicious or coerced party could otherwise misuse such a key to access confidential
information or to perform unauthorized actions. Threshold cryptography mitigates this risk
by distributing the key among multiple independent entities, ensuring that no single party
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can act alone. Instead, a predefined threshold of participants must cooperate to reconstruct
or use the shared secret.

Threshold cryptography is currently a very active area of research and development, as
it provides security guarantees that cannot be achieved otherwise. Several companies are
working on deploying threshold solutions, and standardization efforts are ongoing [CKGW24,
BP25).

Overview of the state of the art. Threshold cryptosystems have been studied since the
late 1980s [DF90]. The first series of works focused on extending traditional cryptosystems
—such as RSA, ElGamal, and DSA- to the threshold setting. Today, efficient pre-quantum so-
lutions exist, including threshold ElGamal for encryption [CGS97] and FROST for signatures
[KG20].

For post-quantum schemes, the state of the art is less mature, while the landscape of under-
lying assumption families is more diverse. Research on post-quantum threshold cryptography
has mostly focused on lattice-based constructions. Some threshold variants of lattice-based
encryption [LP25b] and signature schemes [DKM"24] have been proposed, although they
remain relatively complex. In contrast, hash-based and MPCitH-based schemes are signif-
icantly harder to adapt to the threshold setting, due to their heavy reliance on symmetric
primitives and the structure of their underlying protocols. Moreover, impossibility results
have been established for certain classes of such schemes [DKR24]. UOV-like multivariate
schemes have been identified as promising candidates for thresholdization [CS19, CEN25],
although no concrete schemes have been published yet.

Open problems. Many open problems remain in this research area, particularly concern-
ing threshold post-quantum schemes. A central challenge is to design efficient post-quantum
threshold protocols, where efficiency encompasses the number of rounds, communication
bandwidth, ciphertext and signature sizes, and computational cost. Another important di-
rection is the efficient thresholdization of emerging post-quantum standards, such as ML-
KEM and ML-DSA. Additional research is also needed to develop practical post-quantum
distributed key generation (DKG) protocols. Finally, substantial effort should be devoted
to analyzing the security of threshold constructions in the presence of quantum adversaries,
which remains largely unexplored.

3.3.4 Oblivious pseudorandom functions

Oblivious Pseudorandom Functions (OPRFs) enable a client to evaluate a pseudorandom
function using a server’s key without the client learning the key or the server learning the
input or output.

Why is this topic important? OPRFs serve as fundamental building blocks for privacy-
preserving protocols. Unlike blind signatures, OPRFs are privately verifiable: only the key
holder can verify correctness. Whenever a protocol requires sending a hash, using an OPRF in-
stead can provide stronger privacy guarantees. For example, rather than transmitting hashed
passwords for authentication, protocols like OPAQUE [JKX18] use OPRFs to authenticate
with a password without revealing the password to the server. OPRFs are particularly effec-
tive for private set intersection with unbalanced sets, where one party holds a significantly
larger dataset than the other. Another application is rate-limiting and abuse prevention: the
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PrivacyPass protocol [DIW24] uses OPRFs to mitigate DDoS attacks while preserving user
anonymity. While some deployments use publicly verifiable variants for auditability, other
deployments favor OPRFs’ computational efficiency, as these operations are in the hot path
and must be as fast as possible.

Overview of the state of the art. The dominant classical approach is the 2HashDH (and
its verifiable variant 3HashDH-POPRF'), which is round-optimal: each party speaks only once.
The 2HashDH protocol involves three steps: the client blinds their input; the server evaluates
it with their key; the client unblinds the result. This requires only a handful of elliptic curve
operations and less than 100 bytes of communication.

Recent works have proposed post-quantum constructions of OPRF. Building 2HashDH
OPREFs from lattices requires clients to prove their inputs are well-formed in zero-knowledge,
which is computationally expensive. Despite optimizations, communication overhead remains
above 100 kilobytes [AG24, ESTX24]. Power residue PRFs offer an alternative, mapping
zmod (2* - g + 1) to (k + 2)9 mod p. The most efficient power-residue OPRF called GoldO-
PRF [YBH'25], leverages recent advances in Vector Oblivious Linear Evaluation (VOLE)
correlations for improved efficiency. Naor-Reingold PRFs provide a more generic approach
requiring only an Abelian group action and oblivious transfer. The constructions are sim-
pler with implicit hash-to-group operations and minimal computational overhead. However,
existing constructions lack full malicious security and require large public keys. Round-
optimal variants remain unattractive [HHM™"24], while the efficient lattice-based construc-
tion [HKL™25] requires six communication rounds.

Open problems. Some post-quantum OPRFs now match or exceed classical computational
performance. However, communication overhead remains the primary deployment barrier.
Current constructions shift computation to preprocessing phases requiring hundreds of kilo-
bytes of transmission, stemming from dependence on bandwidth-expensive oblivious transfer
protocols. Improved oblivious transfer would directly benefit both lattice-based and power
residue implementations. Additionally, current post-quantum constructions lack partial ver-
ifiability properties needed for certain security models.

Recent progress has been substantial, and concerns that blind signatures might supersede
OPRFs have not materialized. Despite remaining preprocessing and bandwidth challenges,
efficiency improvements have reaffirmed OPRFs’ distinct value in the post-quantum ecosys-
tem.

3.4 Real-world aspects and use cases

3.4.1 Post-quantum cryptography transition

According to [Ins24] a majority of experts expect a cryptographically relevant quantum com-
puter within 10 to 15 years. Given the experience, that transition of cryptographic primitives
takes a long period, the process should be started already now.

Why is this topic important? As [ENI22] states, adversaries can already capture en-
crypted traffic today and decrypt it in the future once quantum capabilities exist (“harvest
now, decrypt later”, HNDL), which is especially critical for data with long confidentiality
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lifetimes (health, IP, state, financial data). For “essential” and “important” entities under
NIS-2 ([Dat]), cryptography and encryption are core risk-management measures; failing to
adapt as the threat landscape changes can lead to non-compliance, regulatory scrutiny, and
fines. The HNDL attack poses such a threat that needs to be considered by those entities
already. [ENI22] also states that starting such a transition early reduces long-term cyber risk,
avoids rushed, costly migrations later. So to foster migration and create incentives for the
industry, the EU, via the NIS Cooperation Group, has already set expectations and time-
lines ([Com25]) for moving to quantum-resistant cryptography via a coordinated roadmap,
especially for critical and regulated sectors. The EU roadmap describes PQC migration as
a multi-year effort involving asset inventories, supply-chain coordination, protocol changes,
and testing, which cannot be done safely at the last minute. [PQS25]

Overview of the state of the art. PQC guidance falls into two main categories: migra-
tion guides, which detail specific steps for implementation, and roadmaps, which emphasize
timelines and phased strategies.

Migration guidelines. Key migration guides handbooks and guidelines include:

e The PQC Migration Handbook 2nd edition [ADD"23] — practical, step-by-step migra-
tion guide.

o ENISA “Post-Quantum Cryptography: Current state and quantum mitigation” [BDH"21]
and the ENISA “Post-Quantum Cryptography — Integration Study” [BHLR22]| offering
EU-level advice on risk, mitigation options, and integration aspects.

o “Preparing for the quantum era” from Cyber Security Coalition [Bel25] provides a prac-
tical guide emphasizing the urgent strategic need for organizations to assess quantum
risks, plan, and implement post-quantum cryptography migration through phased steps
to protect data, ensure compliance, and maintain security amid the evolving quantum
threat landscape.

o NIST NCCoE “Migration to Post-Quantum Cryptography” [NCC, NCC23]: Detailed
U.S. technical playbooks that are also useful for EU organizations.

Roadmaps. Although the roadmaps of the US and UK are not directly applicable to EU
organizations, they are nevertheless influential due to global interoperability needs in inter-
connected digital ecosystems. Key roadmaps include:

o CNSA 2.0 Framework: The U.S. National Security Agency (NSA) updated its Commer-
cial National Security Algorithm Suite (CNSA) [(NS22] to version 2.0, which includes
a phased roadmap for migrating National Security Systems to quantum-resistant algo-
rithms by 2033, with incremental milestones for hybrid modes and full PQC algorithm
deployment.

o NIST PQC Transition Planning: NIST published the draft [Nat24] that proposes dis-
allowance of quantum-vulnerable algorithms from 2035 on.

o United Kingdom: NCSC guidance [UK 25] announcing a phased PQC migration time-
line for UK organizations, outlining a multiphase roadmap towards quantum-resistant
encryption by the 2030s.
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PQC transition in the EU. For EU member states no such definite timelines exist. The last
two years (2024-2025) have yet seen some key developments in setting a more articulated
direction for the PQC transition in the EU. Most notably, following the 2024 publication of
the European Commission Recommendation on the creation of a coordinated PQC transition
roadmap within two years [EC24], a dedicated Workstream within the NIS Cooperation Group
presented in June 2025 a first high-level iteration of such a roadmap setting transition timelines
for various use-cases and indicating a set of concrete governance steps to be taken by the
Member States in enacting this migration [CG25]. It acts as a proposal for member state
roadmaps and indicates transition of high risk use cases until 2030 and medium risk use cases
until 2035.

Besides, in 2024, a joint statement by a host of national cybersecurity authorities empha-
sized that organizations must make the PQC transition a top priority [BSI25]. Alongside, the
EU started allocating funding not only to the development of PQC solutions, but also to var-
ious aspects of the implementation of the transition process [ECC23, ECC25]. In addition, a
legal framework is in place consisting of a number of legal acts in the digital and cybersecurity
realm that contain state-of-the-art security requirements. Various guidelines that have been
made available by competent bodies indicate that deployment of PQC is now considered to
be best practice [Tell9, Tel25, ENI24a].

However, these efforts do not seem to have been sufficient so far, as surveys reveal not
only low current rates of initiation of quantum-readiness processes within industry, but
also significant lack of intention to invest in quantum-safe measures even in critical sec-
tors [ENI24b, BSI24]. For some people, this advocates for clearer and more explicit regula-
tory requirements to prompt the necessary scale of adoption of this technology. This would
notably require to address the existing divergence among national cybersecurity authorities
of the endorsed PQC schemes.

Other perspectives caution against relying on regulatory mandates as primary drivers of
adoption, arguing that such requirements may prove ineffective or premature, and instead
advocate prioritizing targeted mitigations (e.g. HNDL-focused measures) while allowing time
for more mature PQC solutions to emerge.

Open problems. Although first steps and efforts have been done for transitioning Europe
infrastructure to PQC, there are several open issues. The lack of binding deadlines and con-
crete regulatory mandates may lead to uncertainty and a “wait and see” stance among many
organizations awaiting clearer compliance requirements and sector-specific guidance ([Eve25]).
A second issue is the lack of completed protocol standards. Although PQC algorithm stan-
dards are published e.g. by NIST, their integration into protocol standards is still ongoing.
One example is Hybrid Key Exchange for TLS [SFG25], that is already used by some peers
on the internet but still in draft status. A third issue is the limited availability of certified,
widely supported PQC solutions and incomplete certification schemes, which slow deploy-
ment and increase operational risk during migration ([Ins25]). As a fourth issue, monitoring,
audit, and compliance tools lag behind, making it hard to verify and enforce secure PQC
usage throughout complex IT and network environments ([Eve25]). Finally, the transition is
hardened by organizational barriers including lack of skilled personnel, complexity of cryp-
tographic inventories, long migration times, and funding/resource challenges for coordinated
multi-year projects ([VSL24]).
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3.4.2 Hybrid cryptographic schemes

The first proposals for hybrid schemes with the explicit intention to “hedging our bets” when
the security of newer primitives is not yet certain [BHMS17] occurred in 2017. The concept
has since evolved and also applied to digital signatures.

Why is this topic important? Hybrid cryptographic schemes combining traditional (e.g.,
ECC, RSA) and PQC algorithms (e.g., ML-KEM, ML-DSA) are vital during migration, as
they ensure security if either component fails. As also stated in [Mar25], PQC schemes lack
full trust due to their relative mathematical immaturity —recently standardized after NIST
competitions— and unproven long-term resilience against novel attacks, unlike decades-proven
traditional algorithms. Also, implementation risks, like side-channel vulnerabilities in new
PQC libraries, further necessitate hybrids for defense-in-depth. Also, EU agencies, includ-
ing ENISA, mandate hybrid approaches in guidance to integrate PQC safely into existing
protocols without disruption, see e.g, [NIS25].

Overview of the state of the art. There are already several standards and advanced
drafts that allow using hybrid post-quantum/traditional (PQ/T) cryptography, e.g. by com-
bining traditional (e.g., ECC/RSA) and post-quantum algorithms (e.g., ML-KEM/ML-DSA).
Papers like [BH23] and [DPH25] try to categorize different approaches to hybridization.

Key hybrid schemes include:
o Quantum-safe Hybrid Key Exchanges: [ETS25] specifies several methods for deriving

cryptographic keys from multiple shared secrets that are established by traditional and
PQC algorithms.

o Multiple Key Exchanges for IKEv2 [TTB" 23], enhancing the IKE protocol to use several
key exchange algorithms to derive a channel key.

o TLS HybridKEM [SFG25], integrating traditional and PQQ KEMs in TLS handshakes
per protocol extensions.

o Chimera certificates (X.509 §9.8 "Catalyst” [Key25]), embedding PQ keys/signatures
in traditional certificates for backward compatibility.

o CMS multi-signatures [TS10], enabling co-signing with PQ and traditional algorithms
for robust message authentication.

o HPKE, with PQ-hybrid KEMs for flexible message encryption [BC25].
o PKIX Composites, defining hybrid KEM and DSA elements in PKIs [OGP*25b, OGP 25a].

o JOSE composite signatures [PSGR25], hybrid signatures combining ML-DSA with ECDSA
or EADSA.

o Intelligent composed algorithms [BWN21] are advanced cryptographic constructs that
combine multiple component algorithms - signatures or KEMs - to provide flexible,
robust security by leveraging complementary strengths and mitigating individual weak-
nesses in a unified framework.
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Open problems. Although there is a strong push by agencies and industry to use PQ/T
hybrids, the combination of different algorithms that often have different security properties
needs to be better understood. For example does the X-Wing Hybrid KEM [BCD*24] offer
such proofs for X448/X25519 with ML-KEM combinations. Such proofs for other KEM
combinations in [OGP*25b] are still work in progress and more complicated. Moreover, there
are disputes over the usefulness of schemes like Chimera certificates [Key25] that were not
adopted by IETF for security concerns (see [TGF*23]). Another issue is that the number of
PQC algorithms and variants, when combined with multiple traditional algorithms, results
in combinatorial complexity that creates interoperability challenges. Finally, there is still a
wide variety of ideas and approaches to hybridization, which makes it difficult for vendors to
decide which one is worth supporting.

3.4.3 Digital identity

Digital identity systems enable individuals and organizations to prove who they are online,
serving as the backbone of secure access to public and private services. There is a clear trend
toward moving away from passwords and instead adopting device-bound, cryptographically
backed credentials, mainly relying on signature-based authentication. Many European elec-
tronic identities (eIDs) already use digital signatures due to eIDAS compliance, and similar
ideas have become widespread in consumer technologies, for example through Passkeys and
standards like FIDO2/WebAuthn. This shift marks a welcome improvement in security since
it mitigates phishing, credential theft, and the systemic weaknesses of password-based au-
thentication. However, from a privacy perspective, this trend is not automatically beneficial:
many current schemes introduce stable identifiers, central points of trust, or metadata pat-
terns that make users more traceable across services unless privacy-preserving mechanisms
are deliberately designed in. Deploying systems that reconcile strong authentication with un-
linkability and privacy-preserving identity management therefore remains an open challenge.

Why is this topic important? In the European Union, digital identity initiatives such as
eIDAS 2.0 aim to establish a unified and privacy-preserving framework that empowers citizens
to use their credentials seamlessly across borders. Central to this effort is the European
Digital Identity (EUDI) framework and the EUDI Wallet, which provide a standardized and
interoperable mechanism for citizens to securely store and present verified attributes, such as
IDs, diplomas, or financial information, under their own control. Because the EU’s digital
identity ecosystem depends heavily on cryptography, in particular on digital signatures, the
emergence of quantum computers poses a serious long-term risk. Research into post-quantum
digital identity therefore focuses on ensuring that the cryptographic foundations required to
realize a privacy-preserving EUDI Wallet and related infrastructures remain secure against
future quantum adversaries.

Overview of the state of the art. Privacy-preserving identity management can crypto-
graphically be realized by so-called anonymous credentials. They combine advanced primi-
tives such as zero-knowledge proofs and sophisticated signature schemes and were first envi-
sioned by Chaum [Cha86], later realized by Camenisch and Lysyanskaya [CLO1] as well as
Brands [Bra00] in the early 2000s, and have since become well studied and well understood
by the research community. Unfortunately, while we now see the first NIST standards for
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public-key encryption and signatures, we are still far from having a clear picture of candi-
dates for post-quantum anonymous credentials, let alone a path to their standardization.
However, it is strongly advisable to consider post-quantum aspects in any current design,
for example in the ongoing discussions about the EUDI Wallet, so that future reliance on
post-quantum anonymous credentials will not require a partial or complete redesign. In other
words, cryptographic agility is essential.

There are some recent constructions of lattice-based anonymous credentials [BLNS23c,
AGJ*24, DKLW25], and first proof-of-concept implementations are available from IBM [L.SS24]
and from the EU QUBIP project.? There is also an increasing body of work on advanced
signatures (such as blind signatures), general-purpose non-interactive zero-knowledge (NIZK)
proof systems (e.g., zk-SNARKS), and “zero-knowledge-friendly” signatures and related cryp-
tographic primitives.

Open problems. While we now have the first constructions of lattice-based anonymous
credentials, they do not yet appear to be sufficiently well studied in terms of security and
efficiency. Moreover, it is important to have constructions from alternative assumptions,
a diversity argument that is essential to withstand unexpected cryptanalytic breakthroughs.
Building full-fledged anonymous credentials from alternative classes of post-quantum assump-
tions, however, seems challenging, as these assumptions typically lack the rich algebraic struc-
ture available in lattices. Nevertheless, feature-reduced anonymous credentials may already
suffice for many applications and seem within reach. Alternatively, a generic way to construct
anonymous credentials is to combine any secure signature scheme, such as the standardized
ML-DSA, with a NIZK proof system. Given the enormous progress in zk-SNARKSs in the
past decade, this makes the construction of practical anonymous credential schemes relying
on existing (post-quantum) signature schemes feasible. This has recently been demonstrated
for pre-quantum anonymous credentials built using ECDSA or RSA signatures by Google
[Fs24] and Microsoft [PPZ24]. We hope that significant research will continue in the coming
years to advance these directions and ultimately make a privacy-preserving post-quantum
digital identity a reality.

3.4.4 Electronic voting

Secure electronic voting (e-voting) aims at using cryptographic mechanisms to provide voters
with verifiability of the election outcome while preserving ballot secrecy in order to have
trustworthy election results capturing the the true will of the voters.

Why is this topic important? Elections form the very basis of our democracies, but have
increasingly been under threat from parties contesting election results or trying to influence
the elections. This calls for verifiable and secret elections.

Most constructions in e-voting rely on a public append-only bulletin board storing the
encrypted votes. This, firstly, allows voters to check that their encrypted vote is stored
correctly and, secondly, allows the authority to prove that the election outcome was correctly
computed from the encrypted votes. However, this also means that e-voting systems are
especially prone to store-now-decrypt-later attacks, making the development of post-quantum
schemes urgent.

’https://github.com/Cybersecurity-LINKS/pqzk-blns
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Overview of the state of the art. Over the last ten years, we have seen strong progress on
post-quantum e-voting (PQ e-voting) both in terms of systems and PQC building blocks. As
an example post-quantum verifiable mixnets have been developed, see e.g. [HSS24, ABGS23],
together with efficient decryption techniques [GHM™22] which can be used to anonymize
the ballots and decrypt them verifiably to obtain the election result. Also, homomorphic
properties of post-quantum encryption have been used to obtain election results by summing
under encryption [BHM21]. Other schemes have used less standard constructions and some
have already been broken.

Open problems. A critical gap in secure PQ e-voting is the lack of formal security defini-
tions for e-voting in the presence of quantum attackers. This is not surprising since e-voting
security definitions are still an active research area even without quantum-capable attackers.
Overall, improving the efficiency of PQ e-voting schemes is an open challenge, especially when
capturing complex social choice functions and many voters considering that voting clients need
to be lightweight and the resulting proofs of correct tally should be verifiable by everybody.
Another important open problem is designing PQ e-voting systems that are receipt-free and
coercion-resistant: only a preliminary attempt was made [HPR20]. For this purpose, efficient
rerandomisable signatures over ciphertexts would be a useful primitive to develop. Finally,
hybrid schemes that combine the security of pre- and post-quantum cryptographic primi-
tives for breakdown resilience are still largely unsolved. A recent result provides a composed
construction [Gol25], but it lacks efficiency in generality.



Chapter 4

Conclusion

This report has provided an overview of the current hot topics and open problems in PQC.
Through a community survey and internal discussions within the PQCSA consortium, we
have identified key research areas that are critical for advancing the field.

While lattice-based cryptography is predominant and currently offers some of the best
trade-offs for KEMs and signatures, along with promising support for advanced functionalities,
the diversity of cryptographic families remains crucial to ensure robust fallback options, should
underlying assumptions be compromised. Isogeny-based cryptography and MPC-in-the-Head
are two families that have seen significant recent progress and are likely to play important
roles in the post-quantum ecosystem.

A major area of focus for assessing the security of post-quantum schemes is cryptanalysis,
including quantum cryptanalysis and cryptanalysis with extra information. The study of side-
channel analysis and protected implementations is equally essential to ensure the robustness
of post-quantum schemes deployed in real-world devices. Both our survey results and internal
discussions within the PQCSA consortium indicate a broad consensus that these topics require
sustained and increased attention to build confidence and trust in the post-quantum schemes
that will ultimately be deployed in practice.

Continued research on basic post-quantum primitives such as KEMs and signatures re-
mains necessary to improve their efficiency, particularly with respect to key and cipher-
text/signature sizes. Deploying the first NIST PQC standards poses significant challenges
for constrained devices and low-bandwidth environments. At the same time, many advanced
primitives and protocols developed in the traditional setting to provide privacy in a wide
range of applications are not yet fully adapted to the post-quantum context. Advancing
these constructions is essential to ensuring that PQC can meet the needs of modern systems.

Finally, the challenges associated with the transition to post-quantum cryptography, in-
cluding the need for hybrid schemes, are of paramount importance. This topic extends beyond
pure cryptographic research, encompassing issues of governance, interoperability, and legacy
systems. Recent EU and international initiatives highlight that PQC migration is a multi-
year, system-wide effort requiring early preparation, coordinated roadmaps, and clear regula-
tory expectations. Yet binding deadlines, mature protocol standards, and widely supported
certified implementations are still lacking. Hybrid cryptographic mechanisms, increasingly
present in standards and draft specifications, will be essential during this period to ensure
continuity and defense-in-depth, even though their security properties and practical applica-
bility remain active areas of investigation. Addressing these transition challenges will require
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sustained collaboration among researchers, standardization bodies, policymakers, and indus-
try to enable the safe and scalable deployment of PQC across real-world infrastructures.
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