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Abstract

This report surveys post-quantum cryptography (PQC) algorithms that are standardized,
deployed, or staged for deployment. The standardization chapter is organized by standard-
ization body and also covers standardization that is currently in progress, to the extent that
that is public information – or at least information that can be made public.

The chapter on deployed PQC systems cover the full spectrum of applications that the
PQCSA consortium is aware of. Note that this report covers the cryptographic primitives
that are used. For protocol development for PQC in the IETF, see D2.1.

Keywords: WP1, post-quantum cryptography, cryptographic primitives, cryptographic
building blocks, deployed cryptography.
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Chapter 1

Introduction

As the PQCSA project is starting, the world is at the brink of migrating to post-quantum
cryptography (PQC), the biggest migration that cryptography has ever witnessed. While
finally the world has recognized the need to add protection against attacks by quantum
computers, the question becomes what to migrate to. Luckily there are a few contenders for
providing this security. Since the term PQC was coined in 2003, researchers in cryptography
have identified some core mathematical hardness assumptions that appear to hold up against
quantum attacks and investigated ways to turn them into systems for key encapsulation,
signatures, or even advanced cryptographic building blocks.

The competition by the US National Institute of Standards and Technology (NIST) for
identifying post-quantum systems for standardization provided a boost to the area with more
researchers, in particular at PhD and postdoc level, specializing in PQC. The NIST PQC
competition was announced at PQCrypto 2015 in Fukuoka and drafts of the call for contribu-
tions were discussed for the next 1.5 years, leading to the final call in November 2016 and a
submission deadline at the end of November 2017. The competition attracted many submis-
sions and is described in more detail later in this report, along with a newer NIST competition
for additional signature systems. By now NIST has published three of the systems as FIPS
standards and is working on two more.

While the NIST competition caught a lot of the community’s attention, it did not happen
in a vacuum. The IRTF, the research arm of the Internet Engineering Task Force (IETF),
published specifications of stateless hash-based signatures; standardization in ISO progressed
on several candidates; and ETSI published some informative documents. Furthermore, some
of the schemes have undergone earlier standardization on their own merit as competitive
systems even without reference to protection against quantum attacks.

This report covers standardization of post-quantum systems in Chapter 2.

In some areas, in particular the regulated industries, standardization and selection in
regulations have to predate deployment. However, other security products, in particular
software products, often adopt systems once they have received enough study or support
from the cryptographic community, or even as part of such studies to gain operational data
on potential issues. Such deployment in turn facilitates standardization, as standardization
bodies such as ISO and IETF often require practical deployment, or at least the expressed
interest into such deployment, before even embarking on standardization.

Chapter 3 traces deployment of PQC in fielded products. We mention some feasibility
studies but do not attempt to cover all dry runs of systems experimenting with PQC deploy-
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2 PQCSA — Post-Quantum Cryptography Support Action

ment.

This deliverable focuses on the cryptographic building blocks, in particular signatures and
KEMs. Deliverable D2.1 “Survey of PQC protocols” in turn covers standardization of PQC
protocols in the IETF. Deliverable D1.3 “Hot Topics and Open Problems in Post-Quantum
Cryptography” complements this deliverable by pointing to gaps where suitable systems are
missing.



Chapter 2

Standardization bodies covering
PQC

This chapter covers the different international standardization bodies engaged in standard-
ization of PQC, and have published standards in PQC or are in the process of issuing them
(and we are not barred from publishing these efforts).

The sections are ordered in alphabetical order of the names of the standardization bodies.

2.1 ETSI
ETSI, the European Telecommunication Standardization Institute, established a working
group in 2013 that covers approaches to tackle the quantum threat. The initial working
group (WG), called Quantum-Safe Cryptography, covered PQC as well as Quantum Key
Distribution (QKD). The WG, and later the CYBER WG, produced several instructive doc-
uments on PQC including a study of the costs of quantum attacks on symmetric cryptography.
However, they have not issued any standards on cryptographic primitives.

More recently they produced two standards on PQC protocols, but they defer to NIST for
the instantiations of the cryptographic primitives, so for the moment they only permit ML-
KEM as specified in FIPS 203 as PQC KEM. ML-KEM is based on CRYSTALS-KYBER [37],
see Section 2.5.

While PQC protocols are covered in deliverable D2.1 we nevertheless mention the two
ETSI standards here as D2.1 covers only IETF/IRTF protocols. They are TS 104 015 V1.1.1
“Efficient Quantum-Safe Hybrid Key Exchanges with Hidden Access Policies” and TS 103
744 V1.2.1 “Quantum-safe Hybrid Key Establishment”.

2.2 IEEE and ANSI X.9
IEEE, the Institute of Electrical and Electronics Engineers, has one standardization project
for public-key cryptography. P1363 was developed in the 1990s with the first version published
in 2000 and an amendment published in 2004. The standard covers digital signatures, and
public-key encryption and key agreement based on the integer factorization problem (RSA)
or on discrete logarithms in elliptic curves or the multiplicative group of finite fields. In 2009,
IEEE published P1363.1-2008 which supplements P1363 and covers cryptography based on
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https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
=https://www.etsi.org/deliver/etsi_ts/104000_104099/104015/01.01.01_60/ts_104015v010101p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.01_60/ts_103744v010201p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.01_60/ts_103744v010201p.pdf
https://ieeexplore.ieee.org/document/4800404
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hard lattice problems. This standardizes the NTRU public-key encryption system. A draft
of this standard is publicly available as [38].

NTRU [16] was first presented at the rump session of Crypto 1996 and finally published
at ANTS 1998. It was proposed for offering better efficiency than ECC and RSA. While by
2008 the merits of NTRU for PQC were understood, the standardization effort focused on
the performance benefits. Nevertheless, NTRU became the historically first PQC system that
was standardized.

Following the IEEE standardization, NTRU was also standardized in 2010 in ANSI X9.98-
2010, which has now been revised to ANSI X9.98-2010 (R2017). ANSI, the American National
Standards Institute, sets internationally used standards for the financial industry in its X9
committee.

2.3 IETF and IRTF
The Internet Engineering Task Force (IETF) and its research arm, the Internet Research
Task Force (IRTF), recognized early the need for standardization of post-quantum algorithms.
However, they did not want to duplicate efforts. With NIST’s announcement that it aimed
to run a competition to identify systems for signatures and KEMs, IETF held back efforts on
those. See below in Section 2.5 for the NIST efforts.

NIST’s call covered only regular signatures, which have a static signing key and can be
used to produce any number of messages. 1 This meant that stateful hash-based signatures
were out of scope of the competition. The Crypto Forum Research Group (CFRG), part
of the IRTF, followed up with RFC 8391 [17] on the stateful hash-based signature scheme
XMSS [8], becoming the first effort in PQC for the IETF, and then with RFC 8554 [31] on
the stateful hash-based signature scheme LMS based on [25].

While the IETF is working on several RFCs on PQC protocols that use Kyber/ML-KEM
and/or Dilithium/ML-DSA, see D2.1, they refer to NIST’s FIPS 203 or 204 for specifying
the system. An exception is RFC 9881 [30] for ML-DSA in X.509 certificates which mostly
refers to the NIST standard but includes a pre-hash version of FIPS 204, slightly modifying
the External interface for FIPS 204. The RFC explicitly disallows the HashML-DSA version
from the NIST standard which would also provide pre-hashing but would require a separate
verification algorithm. Even in this RFC, the calls to the Internal interface rely on FIPS 204
for specificatin, which is included as normative reference.

For other PQC algorithms, so far only Internet Drafts exist. Internet Drafts (I-Ds) may
be precursors to RFCs if they get adopted, but there is no guarantee that they get to that
level. As the IETF datatracker always points out: “Anyone may submit an I-D to the IETF.
This I-D is not endorsed by the IETF and has no formal standing in the IETF standards
process.” I-Ds automatically expire after 6 months unless they get renewed. NTRU Prime [6]
is covered in the (currently expired) I-D [21]. NTRU [11] is covered in I-D [15], FrodoKEM [33]
is covered in I-D [26], and Classic McEliece [4] is covered in I-D [22].

2.4 ISO
Similar to the IETF, ISO, the International Organization for Standardization, held off on
standardization of PQC algorithms while the NIST competition was ongoing. In the mean-

1NIST specifically required security for up to 264 signed messages.

https://webstore.ansi.org/standards/ascx9/ansix9982010r2017
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time, ISO engaged in capacity building on the topic and eventually in 2020 issued “SC 27
committee document 208 – Post-Quantum Cryptography” which is publicly available from
the ISO webpage. It covers the following topics:

1. Part I – General [12].

2. Part II – Hash-Based Signatures [32].

3. Part III – Lattice-Based Cryptography [27].

4. Part IV – Code-Based Cryptography [23].

5. Part V – Multivariate Cryptography [39].

6. Part VI - Isogeny-Based Cryptography [24].

Originally these were posted as Standing Document SD8 of SC 27 WG 2, but they were
renamed as an SC 27 committee document in 2023. 2

Following the publications of the RFCs on stateful hash-based signatures, see Section 2.3,
ISO standardized XMSS and LMS in 14888-4.

ISO is currently in the process of standardizing Classic McEliece [4], FrodoKEM [33], and
ML-KEM [34] in 18033-2 Encryption algorithms – Part 2: Asymmetric ciphers, Amendment
2. At the time of writing the project has passed the DIS stage.

ISO is reportedly also working on adding an Amendment to 29192-4 Lightweight cryptog-
raphy – Part 4: Mechanisms using asymmetric techniques in order to standardize NTRU [11],
where it has reached the DIS stage.

Finally, ISO has just announced two more projects for standardizing PQC signatures,
namely 14888-5 Lattice-based mechanisms (upcoming) and 14888-6 Stateless hash-based mech-
anisms which is in the WD stage.

2.5 NIST
After running competitions to select the AES block cipher and the SHA-3 hash function,
NIST announced in 2015 their intention to run a cryptographic competition in post-quantum
cryptography. After some general discussion and an official discussion phase, NIST officially
announced their Request for Nominations for Public-Key Post-Quantum Cryptographic Algo-
rithms in December 2016 with a submission deadline on 30 November 2017. The call targeted
KEMs and signatures.

NIST reported having received 82 submissions, of which it posted 69 as “complete and
proper” on their Round 1 Submissions page. Researchers quickly engaged in scrutinizing
the submissions and successfully broke some and weakened some others. At the same time,
submission teams were still working on demonstrating the performance of their designs by
providing better implementations. In January 2019, NIST announced the end of Round 1
and which submissions would be permitted to advance to Round 2, with a deadline of April
2019 for submitting updated submission packages. None of the seriously broken schemes were
included and NIST also deselected some candidates it deemed less attractive in comparison.
NIST’s Round 2 Submissions page lists the surviving 26 schemes, covering 17 KEMs and and 9

2Part 3 and 6 lost the statements of authors, we include them from the original documents.

https://www.iso.org/standard/80492.html
https://www.iso.org/standard/86890.html
https://www.iso.org/standard/86890.html
https://info.isl.ntt.co.jp/crypt/ntru/index.html
https://www.iso.org/standard/56427.html
https://www.iso.org/standard/56427.html
https://www.iso.org/standard/92017.html
https://www.iso.org/standard/92016.html
https://www.iso.org/standard/92016.html
https://csrc.nist.gov/news/2016/public-key-post-quantum-cryptographic-algorithms
https://csrc.nist.gov/news/2016/public-key-post-quantum-cryptographic-algorithms
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/round-1-submissions
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/round-2-submissions
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signature schemes. In July 2020 NIST announced the schemes that were permitted to advance
to the next round with submission deadline in October 2020, again discarding some broken
schemes and schemes which NIST deemed less interesting. NIST’s Round 3 Submission page
shows the remaining 15 candidates, split into 4 KEM finalists, 5 KEM alternates, 3 signature
finalists, and 3 signature alternates.

In July 2022 NIST finally announced CRYSTALS-KYBER [37] as the sole winner in the
KEM category, and CRYSTALS-DILITHIUM [28], FALCON [35], and SPHINCS+ [18] as
winners in the signature category. At the same time, NIST announced that BIKE [5], Classic
McEliece [4], HQC [2], and SIKE [20] would advance to a 4th round of evaluation. SIKE was
completely broken [9, 29, 36] less than a month later, while the wait for the end of Round
4 stretched till March 2025 and ended with the selection of HQC over BIKE. For Classic
McEliece, NIST referred to ISO’s efforts in standardizing Classic McEliece (see Section 2.4),
writing “Classic McEliece is currently under consideration for standardization by the In-
ternational Organization for Standardization (ISO). Concurrent standardization of Classic
McEliece by NIST and ISO risks the creation of incompatible standards” and “After the ISO
standardization process has been completed, NIST may consider developing a standard for
Classic McEliece based on the ISO standard”.

By now, NIST has issued standards for 3 of the 4 winners from 2022 and is working on
the 4th and HQC. The published standards are

• FIPS 203 ML-KEM (Kyber), based on lattices,

• FIPS 204 ML-DSA (Dilithium), based on lattices, and

• FIPS 205 SLH-DSA (SPHINCS+), based on hash functions.

While already selecting 3 winners in the signature category, NIST announced in July 2022
a project for the Standardization of Additional Digital Signature Schemes. Of the initial
40 submissions posted on the Round 1 Additional Signatures page, 14 are now in the 2nd
Round for the additional signatures. NIST had sought to discourage submissions of lattice-
based signatures as FIPS 204 and the upcoming 206 are based on lattices and thus it is
not surprising that only 1 of the remaining candidates is based on lattices. There are 3
candidates based on MQ problems, 2 on codes, 1 on isogenies, and the remaining 6 are based
on the MPCitH paradigm and its developments such as VOLEitH. In the first edition of the
competition in 2017, MPCitH contributed only one submission, Picnic [40]; the number of
newer submissions shows a much increased interest in this topic in the community. See also
D1.3 covering hot topics in PQC.

The 2nd round for the standardization of additional signatures is still ongoing at the time
of writing this document.

An overview with links to all of NIST’s activities in PQC standardization is available at
https://www.nist.gov/pqcrypto.

Additionally, NIST followed IETF in standardizing stateful hash-based signatures XMSS
and LMS in NIST SP 800-208.

Beyond the standardization of cryptographic primitives, NIST is also active in issuing
recommendations for their use, e.g., NIST SP 800-227 covers “Recommendations for Key-
Encapsulation Mechanisms”, showing how to use KEMs in protocols, and NIST SP 800-133
Rev. 2 on “Recommendation for Cryptographic Key Generation”, including descriptions of
key combiners, relevant for combining pre- and post-quantum KEMs.

https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/round-3-submissions
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final
https://csrc.nist.gov/Projects/pqc-dig-sig/standardization
https://csrc.nist.gov/Projects/pqc-dig-sig/round-1-additional-signatures
https://csrc.nist.gov/Projects/pqc-dig-sig/round-2-additional-signatures
https://csrc.nist.gov/Projects/pqc-dig-sig/round-2-additional-signatures
https://www.nist.gov/pqcrypto
https://csrc.nist.gov/pubs/sp/800/208/final
https://csrc.nist.gov/pubs/sp/800/227/final
https://csrc.nist.gov/pubs/sp/800/133/r2/final
https://csrc.nist.gov/pubs/sp/800/133/r2/final
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2.6 Other technical specifications
ENISA, the European Union Agency for Cybersecurity, publishes a list of ECCG Agreed
Cryptographic Mechanisms which are to be used in the Common Criteria-based Cybersecurity
Certification Scheme (EUCC), which in turn is based on the older Common Criteria evaluation
framework SOG-IS.

Post-quantum primitives in this list include ML-DSA (FIPS 204), XMSS, LMS, SLH-
DSA (FIPS 205), ML-KEM (FIPS 203), and FrodoKEM. Except for XMSS and LMS, the list
includes only higher security levels of these primitives, targeting 2192 security (which NIST
calls “category 3”) and above.

https://certification.enisa.europa.eu/publications/eucc-guidelines-cryptography_en
https://certification.enisa.europa.eu/publications/eucc-guidelines-cryptography_en
https://sogis.eu/
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Chapter 3

Deployment of PQC

While standardization has just concluded for some systems and is still ongoing for others,
there are already several fielded systems that actively deploy PQC.

This chapter surveys these use-cases, focusing on which PQC systems are being used. It
is promising to see that this is now a fast moving field. What began with some tests 10 years
ago, to see if PQC was affordable, finally picked up speed around 2022, and even more so since
NIST published FIPS 203 – 205 (see Section 2.5) and several countries and the EU announced
roadmaps and timelines for the migration to PQC. This survey covers significantly more than
we saw in 2023 when we wrote the grant proposal and there will likely be more material by
the time this deliverable gets posted online after the review in another 8 - 10 months.

Given the scope of the deliverable we focus on what PQC algorithms are used and do not
comment on the PQC protocols; see deliverable D2.1 for a survey of PQC protocols in the
IETF. We close with some observations on where we notice a lack of adoption that can be
traced back to a lack of suitable PQC algorithms, see also deliverable D1.3 “Report on Hot
Topics and Open Problems in Post-Quantum Cryptography”.

3.1 Cryptographic libraries
Cryptographic libraries per se are not applications or deployments, however, they permit
developers to conveniently use the cryptosystems that they provide. Libraries influence the
choices of systems in deployments, even if the libraries were used only in the development
phase and later replaced by customized implementations. Because of this significance we
cover PQC available in cryptographic libraries in this chapter as well and put it first as we
will link back to it.

The text focuses on open-source libraries that play a significant role in bringing appli-
cations to deploying PQC. An overview of open source libraries in cryptography and inves-
tigating to which extent they cover PQC can be found in [3]. There are also an increasing
number of closed-source libraries advertising PQC support; we do not cover these here. The
PKI consortium has published the PQC Capabilities Matrix (PQCCM) listing several li-
braries, including commercial libraries and IP cores, and tabulating which of LMS, XMSS,
ML-KEM/FIPS-203, ML-DSA/FIPS-204, and SLH-DSA/FIPS-205 they implement or have
announced to be working on. We reproduce this table in Table 3.1.1.

9
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Vendor Product Category Updated X.509 Hyb LMS XMSS ML-KEM ML-DSA SLH-DSA
Ascertia ADSS PKI Server PKI 2025-08-12 no no no yes yes planned
Ascertia ADSS Signing Server Signing software 2025-08-12 no no no yes yes planned
Ascertia ADSS Server SAM

Service
Signing software 2025-08-12 no no no yes yes planned

ANKATech ANKASecure REST API &
SaaS

2025-05-30 no yes yes yes yes yes

AppViewX AVX ONE PKIaaS PKI 2025-04-21 yes planned planned no yes yes
AWS AWS KMS HSM 2025-09-02 N/A no no no yes no
BERTEN MLDS-B235 IP Core 2025-11-12 no no no no yes no
BERTEN MLKE-B135 IP Core 2025-11-12 no no no yes no no
Botan Botan Software library 2025-02-27 no yes yes yes yes yes
Bouncy Castle BC Software library 2025-02-27 yes yes yes yes yes yes
CAST Inc KiviPQC-KEM IP Core 2025-11-12 no no no yes no no
Codegic Khatim PKI Server PKI 2025-08-25 no no planned planned yes planned
Codegic Khatim Sign Server Signing Software 2025-08-25 no no planned planned yes planned
Cryptomathic CrystalKey 360 KM & Signing

Software
2025-08-14 N/A yes yes planned yes no

Crypto4A QxEDGE HSP 2025-02-27 N/A yes yes yes yes yes
Crypto4A QxHSM HSM 2025-02-27 N/A yes yes yes yes yes
CZERTAINLY CZERTAINLY PKI 2025-06-22 yes no no yes yes yes
Dell
Technologies

BSAFE™ Crypto
Module for C

Software library 2025-10-28 N/A yes no planned yes no

Dell
Technologies

BSAFE™ Crypto-J Software library 2025-10-28 no yes no planned yes no

DigiCert Private CA PKI 2025-06-05 no no no no yes yes
DigiCert Software Trust

Manager
Signing software 2025-06-05 no no no no yes yes

DigiCert Trust Lifecycle
Manager

CLM software 2025-06-05 no no no no yes yes

DigiCert Device Trust
Manager

IoT device mgmt
software

2025-06-05 no no no no yes yes

DigiCert TrustCore SDK Software library 2025-06-05 no no no yes yes yes
Entrust nShield HSM 2025-03-01 N/A no no yes yes no
essendi it
GmbH

essendi xc CLM 2025-05-21 no no no planned yes planned

EVERTRUST STREAM/
HORIZON

PKI 2025-03-03 yes no no planned yes planned

Eviden IDnomic PKI PKI 2025-03-05 no no no yes yes no
Eviden Trustway Proteccio™

NetHSM
HSM 2024-12-09 N/A no no yes yes yes

ExeQuantum ExeQuantum REST API &
SaaS

2025-04-29 no no no yes yes yes

Fortanix DSM HSM 2025-02-27 N/A yes yes yes yes yes
I4P Trident HSM 2025-04-16 N/A no no yes yes yes
InfoSec Global AgileSec Analytics Software 2025-02-27 no yes yes yes yes yes
IP Cores Inc PQC1 IP Core 2025-11-10 no no no yes yes no
Keyfactor SignServer Signing Software 2025-02-27 no yes no no yes yes
Keyfactor EJBCA PKI 2025-05-22 yes yes no yes yes yes
Keyfactor Command PKI 2025-06-23 yes no no no yes planned
MTG CARA PKI 2025-05-06 no no no planned yes yes
MTG CLM PKI 2025-05-06 no no no planned planned planned
Nexus Group Certificate Manager PKI 2025-07-14 planned no no yes yes yes
Open Quantum
Safe

liboqs Software library 2025-05-27 yes yes yes yes yes no

OpenSSL libssl Software library 2025-04-15 no no no yes yes yes
PQ Code
Package

PQCP Software library 2025-06-24 N/A no no yes yes planned

PQShield UltraPQ-Suite IP Core and
Software library

2025-11-12 no no no yes yes no

Resquant Customizable
Cryptography
Accelerator

IP Core 2025-11-12 no no yes yes yes yes

SafeLogic CryptoComply
PQTLS

Software Library 2025-03-31 no no no yes no no

Secure-IC Securyzr IP Core 2025-11-12 no no yes yes yes no
Securosys Primus HSM HSM 2025-02-27 N/A yes yes yes yes yes
Smallstep step-ca PKI 2025-10-02 no no no yes no no
Thales Luna HSM 2025-06-30 N/A yes no yes yes no
Utimaco uTrust HSM 2025-09-02 N/A yes no yes yes no
Xiphera xQlave IP Core 2025-11-12 no no no yes yes no

Table 3.1.1: Data from PQC Capabilities Matrix (PQCCM) as of 2025-11-29.

https://www.ascertia.com/
https://www.ascertia.com/
https://www.ascertia.com/
https://ankatech.co/
https://www.appviewx.com/
https://docs.aws.amazon.com/kms/latest/developerguide/mldsa.html
https://www.bertendsp.com/products/mlds-b235/
https://www.bertendsp.com/products/mlds-b235/
https://github.com/randombit/botan
https://www.bouncycastle.org/
https://www.cast-inc.com/security/encryption-primitives/kivipqc-kem
https://www.codegic.com/khatim-pki-server-post-quantum-cryptography-pqc/
https://www.codegic.com/khatim-pki-server-post-quantum-cryptography-pqc/
https://www.cryptomathic.com/products/crystalkey-360
https://www.crypto4a.com
https://www.crypto4a.com
https://docs.czertainly.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.digicert.com/tls-ssl/post-quantum-cryptography
https://www.digicert.com/tls-ssl/post-quantum-cryptography
https://www.digicert.com/tls-ssl/post-quantum-cryptography
https://www.digicert.com/tls-ssl/post-quantum-cryptography
https://www.digicert.com/tls-ssl/post-quantum-cryptography
https://www.entrust.com/-/media/documentation/datasheets/entrust-pqc-option-pack-ds.pdf
https://xc.essendi.de/en/
https://xc.essendi.de/en/
https://evertrust.io/stream/
https://www.cryptovision.com/en/products/pki-solutions/idnomic-pki-3/
https://www.cryptovision.com/en/products/pki-solutions/idnomic-pki-3/
https://www.exequantum.com/
https://www.fortanix.com/solutions/use-case/post-quantum-cryptography
https://www.i4p.com/
https://www.infosecglobal.com/solutions/pqc-migration
https://www.ipcores.com/PQC_IP_core.html
https://www.keyfactor.com/press-releases/keyfactor-makes-quantum-leap-with-post-quantum-pki-and-signing-capabilities/
https://www.keyfactor.com/press-releases/keyfactor-makes-quantum-leap-with-post-quantum-pki-and-signing-capabilities/
https://www.keyfactor.com/press-releases/keyfactor-makes-quantum-leap-with-post-quantum-pki-and-signing-capabilities/
https://www.mtg.de/en/public-key-infrastructures/corporate-pki/
https://www.mtg.de/en/public-key-infrastructures/corporate-pki/
https://doc.nexusgroup.com/pub/smart-id-certificate-manager
https://openquantumsafe.org/liboqs/algorithms/
https://openquantumsafe.org/liboqs/algorithms/
https://openssl-library.org/
https://github.com/pq-code-package
https://github.com/pq-code-package
https://pqshield.com/products/
https://www.resquant.com/
https://www.safelogic.com/products-and-services/cryptocomply-pq-tls
https://www.secure-ic.com/products/securyzr/security-ip/tunable-cryptography/#pqc
https://www.securosys.com/en/products/primus-hardware-security-modules-hsm
https://smallstep.com/
https://cpl.thalesgroup.com/encryption/hardware-security-modules/network-hsms
https://utimaco.com/data-protection/gp-hsm/application-package/quantum-protect
https://xiphera.com/post-quantum-cryptography/#products
https://pkic.org/pqccm/
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3.1.1 Early libraries supporting PQC
All submissions to the NIST PQC competition included a reference implementation and most
included a somewhat faster AVX2 implementation. Candidates interested in independent
benchmarking submitted their systems to eBACS. eBACS then included them in the SUPER-
COP benchmarking system for distribution; SUPERCOP continues to expand its coverage
of post-quantum cryptography. The PQCRYPTO project bundled all submissions resulting
from the project into libpqcrypto.

For some particularly suitable systems PQCRYPTO wrote implementations for the ARM
Cortex-M4 and published these as pqm4, a project that is still maintained. Hardware imple-
mentations from PQCRYPTO were bundled in pqhw.

3.1.2 strongSwan
StrongSwan is a library for IPsec and IKE. It was one of the early libraries to include PQC
algorithms, e.g. already 10 years ago including the lattice-based signature scheme BLISS [14].
StrongSwan 6.0 includes ML-KEM.

3.1.3 liboqs
Researchers in Waterloo started the Open Quantum Safe project, where they gathered some
implementations from the NIST submissions and re-implemented or adjusted some others.
The project is by now supported by the Linux Foundation via the Post-Quantum Cryptog-
raphy Alliance and liboqs is an open-source C library that can be used in projects. Their
webpage warns “WE DO NOT CURRENTLY RECOMMEND RELYING ON LIBOQS OR
OUR APPLICATION INTEGRATIONS IN A PRODUCTION ENVIRONMENT OR TO
PROTECT ANY SENSITIVE DATA” (all-caps in original) but also provides a page listing
External users of OQS. The library covers all NIST candidate KEMs from the 3rd round,
except for SIKE (which is broken). It keeps an implementation of Kyber (in the 3rd round
version) along with ML-KEM (in the FIPS 203 version). The other KEMs are (in alphabetical
order) BIKE, Classic McEliece, FrodoKEM, HQC, NTRU, and NTRU Prime.

Among signatures, liboqs includes Dilithium as ML-DSA (in the FIPS 204 version) and has
an implementation of SPHINCS+ (round 3) next to SLH-DSA (in the FIPS 205 version). It
also includes the other NIST winner Falcon (still no FIPS standard) and four candidates from
the ongoing competition for additional signatures, the code-based CROSS and the three MQ-
based systems MAYO, SNOVA, and UOV. It also includes the stateful hash-based signature
schemes LMS and XMSS.

3.1.4 Cloudflare and Google
Cloudflare and Google have been the leading players for testing usability of PQC on the
Internet, starting with Google’s CECPQ1 experiment in 2016 and the CECPQ2 experiment
by Google and Cloudflare in 2019. The first experiment used NewHope and the second
NTRU-HRSS, both times along with X25519 elliptic-curve cryptography.

Google has implemented support for PQC in its BoringSSL library. The library includes
Round-3 candidates Kyber and NTRU-HRSS, as well as implementations of the FIPS stan-
dards ML-KEM, ML-DSA, and SLH-DSA.

https://bench.cr.yp.to/
https://pqcrypto.eu/
https://libpqcrypto.org/
https://github.com/mupq/pqm4
https://github.com/mupq/pqhw
https://strongswan.org/blog/2024/12/03/strongswan-6.0.0-released.html
https://pqca.org/
https://pqca.org/
https://openquantumsafe.org/liboqs/
https://openquantumsafe.org/about/
https://openquantumsafe.org/applications/external.html
https://www.imperialviolet.org/2016/11/28/cecpq1.html
https://www.chromium.org/cecpq2/
https://boringssl.googlesource.com/boringssl/
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The Cloudflare Interoperable Reusable Cryptographic Library CIRCL is a Go library that
is advertised for experimenting with PQC. It includes implementations of Round-3 Kyber next
to ML-KEM (FIPS 203); for both it covers all three security levels. For FrodoKEM it includes
the 640-SHAKE version. It also includes an implementation of CSIDH [10]. CSIDH is a key-
exchange system based on supersingular isogenies that was invented in 2018, so after the
NIST competition started, and was thus not part of the competition.

On the signature side it includes Round-3 Dilithium next to ML-DSA (FIPS 204), both
times covering all security levels, and all twelve parameter sets for SLH-DSA (FIPS 205).

3.1.5 Amazon
Amazon announced a year ago that the 3.0 version of their AWS-LC library has received
FIPS 140-3 validation, including for their ML-KEM implementation. The library includes all
three security levels of ML-KEM. FIPS validation is relevant to some regulated industries,
for which this validation now permits the use of PQC.

3.1.6 Microlibraries
Some PQC algorithms have been made available as standalone libraries for easier integration
into projects.

• libmceliece is an implementation of the Classic McEliece KEM. It is also available as a
Debian package.

• libntruprime is an implementation of the NTRU Prime KEM. It is also available as a
Debian package.

• mlkem-native is an implementation of ML-KEM.

• mldsa-native is an implementation of the ML-DSA signature system.

3.1.7 PQC support for cryptographic coprocessors
NVIDIA offers the cuPQC library for speeding up cryptography on GPUs. It covers ML-KEM
and ML-DSA and for both supports all three security levels.

STMicroelectronics advertises an “X-CUBE-PQC” software library for ST microcontrollers
using 32-bit ARM CPUs.

3.2 SSH and Git
SSH is used in remote server administration for logging into computers as well as the transport
library of choice when connecting and authenticating to git servers. The OpenSSH library
started supporting NTRU Prime as sntrup761x25519-sha512 in version 8.5, released in 2021,
after preliminary integration of NTRU Prime into TinySSH. Version 9 of OpenSSH in 2022
enabled support for sntrup761x25519-sha512 by default. Today sntrup761x25519-sha512 is
supported in the following SSH implementations: AbsoluteTelnet, Apache SSHD, AsyncSSH,
CycloneSSH, Dropbear, HPN-SSH, JSch, OpenSSH, PKIX-SSH, Putty, SSH.NET, Tectia
SSH, and TinySSH.

https://github.com/cloudflare/circl/
https://aws.amazon.com/blogs/security/aws-lc-fips-3-0-first-cryptographic-library-to-include-ml-kem-in-fips-140-3-validation/
https://lib.mceliece.org/
https://tracker.debian.org/pkg/libmceliece
https://libntruprime.cr.yp.to/
https://packages.debian.org/sid/libntruprime1
https://github.com/pq-code-package/mlkem-native
https://github.com/pq-code-package/mldsa-native
https://developer.nvidia.com/cupqc
https://www.st.com/content/st_com/en/about/innovation---technology/post-quantum-cryptography.html
https://www.openssh.org/pq.html
https://ssh-comparison.quendi.de/comparison/kex.html
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In 2025, OpenSSH version 9.9 added mlkem768x25519-sha256, and OpenSSH 10.0 made
mlkem768x25519-sha256 the default. OpenSSH has announced that with version 10.1 it will
start warning the user if connections are not secured with a PQC algorithm.

GitHub recently announced support for NTRU Prime keys for accessing repositories. This
will permit users to authenticate using sntrup.

3.3 TLS
Development of PQC versions of TLS is covered in D2.1. PQC algorithms covered in the
early experiments are covered in Section 3.1.4. At this point the algorithm choice has been
fixed to ML-KEM, through some implementations still use Round-3 Kyber. The Cloudflare
Radar now reports that about 50% of the connections reaching their servers support PQC;
Cloudflare says that they are supporting PQC on most pages, so the 50% is indicative of the
level of PQC support on the client side. Each of the major browsers (Chrome, Edge, Firefox,
and Safari) supports PQC by default in the latest version, but not all users upgrade to the
latest versions.

On the server side, measurements of the top 100000 web servers found 38931 support-
ing PQC (specifically X25519MLKEM768, which encrypts with ML-KEM-768 along with
X25519) in September 2025, up from 27904 in March 2025.

There are many commercial and open source libraries implementing the cryptography
used in TLS. Here is a representative list (in alphabetical order) of some open source SSL
libraries and the PQC algorithms they support.

• Google’s BoringSSL was already covered above; it supports Round-3 candidates Kyber
and NTRU-HRSS, as well as implementations of the FIPS standards ML-KEM, ML-
DSA, and SLH-DSA.

• Botan lists support for ML-DSA, ML-KEM, XMSS, HSS-LMS, SLH-DSA, FrodoKEM,
and Classic McEliece.

• Bouncy Castle lists support for ML-KEM, ML-DSA, SLH-DSA, LMS, XMSS, BIKE,
HQC, Classic McEliece, SABER, FrodoKEM, NTRU, NTRU Prime, Falcon, Picnic,
Rainbow, and GeMSS.

• GnuTLS lists support for ML-KEM-768, ML-KEM-1024, ML-DSA-44, ML-DSA-65,
and ML-DSA-87.

• OpenSSL lists support for ML-KEM, ML-DSA, SLH-DSA, and LMS. Other PQC algo-
rithms are available as providers, such as oqsprovider from the OQS project.

• WolfSSL supports ML-KEM, ML-DSA, SPHINCS+, LMS, XMSS, and, via McWolf,
Classic McEliece.

3.4 Messaging and email
Messaging applications are some of the frontrunners in end-to-end encryption. Unsurprisingly,
they have also been the target of much academic attention for designing PQC versions of their

https://github.blog/engineering/platform-security/post-quantum-security-for-ssh-access-on-github/
https://radar.cloudflare.com/adoption-and-usage?dateRange=52w
https://radar.cloudflare.com/adoption-and-usage?dateRange=52w
https://www.netmeister.org/blog/pqc-use-2025-09.html
https://boringssl.googlesource.com/boringssl/
https://botan.randombit.net/handbook/api_ref/pubkey.html
https://www.bouncycastle.org/documentation/specification_interoperability/
https://gnutls.org/manual/gnutls.html
https://docs.openssl.org/master/man7/ossl-guide-libcrypto-introduction/
https://github.com/open-quantum-safe/oqs-provider
https://www.wolfssl.com/products/wolfcrypt-post-quantum/
https://www.wolfssl.com/announcing-mcwolf-classic-mceliece-support-with-wolfssl/
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protocols and Signal and iMessage have in the meantime started deploying versions including
PQC algorithms.

Signal’s PQXDH Key Agreement Protocol uses ML-KEM 1024 along with X25519 ECC.
They recently upgraded their use of PQC for better forward secrecy in SPQR.

Apple announced that iMessage will be enhanced with PQC3, using ML-KEM 1024 in
combination with NIST P-256 ECC.

For email encryption, there is an ongoing discussion about PQC versions of OpenPGP, see
deliverable D2.1. Vendors such as Protonmail have announced their plans to support these
versions.

libgcrypt, the library at the core of GnuPG, does not advertise PQC support but the
library source includes ML-KEM, sntrup761, and mceliece6688128f.

Meanwhile the email provider Tuta announced last year that they were launching Tu-
taCrypt which would use Kyber to add PQC. Given interoperability needs such usage would
be limited to exchanges between subscribers to the service with the PKI handled by Tuta.

3.5 HSMs
Several HSM vendors have been active in the PQC space during the past decade, given the
long development times for hardware solutions and the long lifespan of their devices. HSM
vendors were actively supporting the standardization of stateful hash-based signatures and
were early adopters. Signature applications are relevant for HSMs but by now they also
support KEMs. A few representative examples are as follows.

Crypto4A announced that it uses Classic McEliece in all of its HSMs.
STMicroelectronics announced that “STSAFE-TPM” supports LMS firmware updates.
Thales announced support for LMS, ML-KEM, and ML-DSA in HSMs.
Utimaco announced support for ML-KEM, ML-DSA, LMS, and XMSS, while stating that

support for SLH-DSA is in progress.
For further examples (focusing on NIST standards), we refer to the HSM entries in Ta-

ble 3.1.1.

3.6 VPNs
VPNs protect connections between a dedicated VPN server and clients registered with it.
This leads to an ecosystem which can efficiently be upgraded on both sides. While the
general discussion on how to upgrade IKE to PQC is still ongoing, some VPN projects have
rolled out PQC support already.

Mullvad announced already 7 years ago that they were upgrading to using PQC. The
feature is now announced as stable. Mullvad’s PQC deployment makes use of the pre-shared
key (PSK) in their WireGuard [13] implementation. Normally this is a static secret, shared
in advance between server and client. Instead they let this field be a fresh secret, computed
using Classic McEliece and Kyber. The PSK protects all messages using symmetric-key
cryptography, so that WireGuard’s ECC-based key exchange is not exposed to later quantum
attackers.

ExpressVPN announced an upgrade to their Lightway VPN to use PQC algorithms, in
particular using P256_KYBER_LEVEL1 for UDP and P521_KYBER_LEVEL5 for TCP,
on top of the WolfSSL and liboqs libraries.

https://signal.org/docs/specifications/pqxdh/
https://signal.org/blog/spqr/
 https://security.apple.com/blog/imessage-pq3/
https://www.gnupg.org/software/libgcrypt/index.html
https://tuta.com/blog/post-quantum-cryptography
https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/jgevyeKehcM/m/3lv2g2NYAwAJ
https://www.st.com/content/st_com/en/about/innovation---technology/post-quantum-cryptography.html
https://thalesdocs.com/gphsm/luna/7/docs/network/Content/sdk/extensions/pqc/post_quantum_algorithms.htm
https://utimaco.com/data-protection/gp-hsm/application-package/quantum-protect
https://mullvad.net/en/blog/2017/12/8/introducing-post-quantum-vpn-mullvads-strategy-future-problem
https://mullvad.net/en/blog/2023/4/6/stable-quantum-resistant-tunnels-in-the-app
https://www.expressvpn.com/blog/lightway-post-quantum/


D1.1 — Survey of PQC algorithms 15

OpenBSD’s OpenIKED has announced experimental support for sntrup761x25519.
Rosenpass is also based on WireGuard but goes further in the modifications to integrate

PQC algorithms into the public-key part of the connection. It largely follows Post-Quantum
WireGuard [19] but changes the ephemeral KEM to using Kyber instead of Saber; the long-
term KEM continues to be Classic McEliece. Both are supplemented by pre-quantum X25519
as in WireGuard. Rosenpass credits liboqs (Section 3.1.3) with providing the PQ algorithms.

The new PQConnect [7] design borrows many elements from VPNs but aims to build
tunnels end-to-end. Servers announce their support for PQConnect by adding a CNAME
record. Clients automatically detect support and build a tunnel that protects all communi-
cation between client and server machine, like for VPN tunnels. The software is available
at (and deployed on) https://www.pqconnect.net/. The PQC algorithms used are Classic
McEliece for long-term keys and NTRU Prime for ephemeral keys, both in addition to X25519
ECC.

3.7 Hardware tokens
Sandbox AQ announced a PQC version of FIDO2, the protocol used in 2-factor authentica-
tion with hardware tokens. The blogpost describes an upgraded protocol using Kyber and
Dilithium (the post predates the FIPS standards) and working on Nitrokey, Solokeys, and
Yubico tokens. Meanwhile Authentrend has produced tokens using these PQC algorithms.

3.8 PKI and gaps in deployment
Table 3.1.1 is a copy of the state of the PQC Capabilities Matrix (PQCCM) maintained by the
PKI consortium. PKIs provide public keys, typically with a certificate of authenticity. With
that in mind, one would expect row of checkmarks for the signature columns, and indeed many
do support some selection of ML-DSA, SLH-DSA, LMS, and XMSS, but it is remarkable that
not all do. In general, the sizes of PQC signatures and public keys are seen as problematic
in applications where certificate chains are needed, such as typical applications of certificates
for TLS. See Deliverable D2.1 for insights into ongoing discussions regarding deployment of
signatures. NIST’s competition for additional signatures is meant to cater to this demand
but practitioners are still not happy with the options provided. The MQ-based systems offer
short signatures but at the expense of large public keys; SQISign [1] offers short signatures
and keys, but has performance issues, while also being based on a very recent hardness
assumption. Security concerns will hopefully be addressed through more review during the
competition and speed improvements are ongoing, while there are discussions about changing
how certificate chains work so that public keys for the top-level domains would not need to
be included. The hope for better solutions in the future adds to common hesitation to deploy
post-quantum signatures, along with the observation that signatures do not suffer from the
store-now decrypt-later long-term consequences.

3.9 Privacy applications
The above demonstrates successes in deployment and a focus on adding PQC to protect
encryption (more uses of KEMs than signatures), which is fully justified by the long-term

https://ftp.openbsd.org/pub/OpenBSD/OpenIKED/openiked-7.0-relnotes.txt
https://rosenpass.eu/
https://www.pqconnect.net/
https://cryptographycaffe.sandboxaq.com/posts/pq-fido/
https://pkic.org/pqccm/
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consequences. Privacy applications differ from applications that “just” aim to ensure confi-
dentiality in that they also protect the identity or other properties of the user. This means
that they often require more advanced cryptographic primitives, going beyond signatures and
KEMs.

Privacy Pass is a design used in browsers to support an anonymous user-authentication
mechanism, typically a proof that the user is human and not a bot. Until its introduction,
users had to solve many more CAPTCHAs; now solving one creates a token which then can
be used to show other sites that the user has recently solved one. The relevant feature of the
design is that these proofs are not linkable. Internally, the protocol relies on blind signatures
and OPRFs, areas identified as open problems in Deliverable D1.3. For now there is no
deployed PQC version of Privacy Pass.

Development of the European Digital Identity wallet is still ongoing, but a privacy-friendly
design would need to be based on Attribute-Based Credentials (ABCs). However, ABCs are
another area identified as an open problem in Deliverable D1.3. Design considerations for the
EUDI wallet at this moment do not cover protection against quantum attacks.

https://privacypass.github.io/team/
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